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A P A 3 B AT R R T A AR R O R AR i £ 3 RS A -8 P A €

— N B TE A ] BB - CAVE BRI ) 1Y B
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DR HES R B A AN A BRI o b i F 5 AL BT[] AR B SR 2R
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R NGB RS T BAC B 17 S 65 B AACH] . B dh e it i ) 4
iDL 55 SRR AERESE =7 SRR R R A, C G R TE) VYR 2R 1R B AL B 20
ARAHE B M Sk R A RE 1AM AR B (58 23 %) o 301,115 45 ZRibHLE
TORHERL A NAE BAL R N RC S R R e kA

AT LAGE, A A BV A G iR A, TR L vk ©OFF [l 38 RS T s A

(2) PAfEERIECRR—FR) ) 1 RIS R MG BKEA T B i s sr ik HiZ — A
T Z J5 AR PR o

(3) BT R EZLE (CP AR L) 85 14 50 5, KNG BRI E ) A =R T & R R &, 1A TE
e SR . — BRI T, A AME B AL A ARy SR B A AR B 2 e A A o g BRIV 24 R
FHE B M (55 14 555 2 30 s (VS XPOMEEPIFFRIRFIE T, BU0r 2 85U R 2B H ) AL B85
S, B ECRIRAS 5 S AR FIRE (56 22 ZfI%E 23 %) o Bl W) 3 0 FL AP TR J2 - %) MR BLH AR B A R
(5523 55) s ATFAD NGB (B8 25 50) s 3L BT RAEE B, T T AL A DUMMY HAY (55 26 45) s U AF B
AL B (5 29 25%) 5 MBEAMR A (47 39 45) o
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FEC NE BRI L) Z i, A28 22 415) 5 42 2R EAS 5000E “ A B RE R 51
FE (R B B EARRE IR /T LA 25 B A E R Al AR, (Rik L) 55 1038
AT IMIME . X8 BB MG AR R TR R B A T Ak R 3l
(SOPNEISYISIRFIFIR TV =) M A TS R R (S M WN EYS 2P0 L2 DS
PR E B RN HABES IS FE™ R B2 A I A8 BHEBRAE T A5 BEBEZ 51
XK, 44 AL BIUS 1945 LA AP I T A NS Rl AT, BB 44 A6 AN BEAE A
MG B SUE M RS . PGB ) FERLE BE A AL TR I iR 5T T L Anilt
P BE , IF4 2R A o S A5 EAL B 22 A (CAAGE B IPIE) 5 51 4626 3
WA T3 2%) ARARIIE AR RS A AE B AT AR 25 R AR R R A m A .
1, CAN M8 BRI ) HERTE [F) T Z AL A A AT T A T A M o

gi b KNG BORYE) BEA DA A B a A SR AR , S8 i Rl 2 -
Gy B EOR IR NG QA2 i AR IR AT P 58 o AERX D7 T, B AR LSS S
T A A5 SR 5 45 L A i 1R 3 XU, S B A A 0 3 A B E— B 1

= AN E B AR o A

AR NG BARTE) , SE AT A AR AA XME RS ENAGE. H
TR TFE B A RRE R AN N3 — R, o TC A BOR AR ST o T X I 1 I ff B A
MR NG BRI MIERE ], b X R HERE R G AN NE RN REFHE T
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(=) AN AR EE I £ CRA 5 TR

AN B SEABFZ N A o IR B B B AR, 53 R 5 B 403 AR 51 A 1
REAE 0 U0 3 SR B S R A A SRBGER K, % M5 B8R 8 T A B E R %
FEE R s R R R AR F B AR PR s B0 HA T A i) . ANad, X AR
TOMNH MG B BAT IR 5% (identifiability ) T4

UM BB AR 5 SO FERIE A S 0y, A LA O >k o 3k 482 (Ulrich Damman ) 1A
N, R A R B O T I AR At AR, A fE A R E U A L)
(Rosemary Jay ) I\ A3 —15 B FE R JE CHPUNMY , 78 T 76 78 2 15 2 BRI R sl Al

(4) ZWEET COAEERY A AR B H) , (E#HETE) 2018 445 5 11,45 93 - 94 T,
[5) Vgl. Dammann, in: Simitis, Bundesdatenschutzegesetz, 7. Aufl. 2011, § 3 Rn.297, 310.
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PRI, PO A AR 5 SO MAF BRI AN IF HARE R DL R E S N (HA
A, 245 LA 1) sl EL 52 31 SR A AN R EOR R HOR MRS, AT R “ nr I B 2R N7
AT B AR S 2t 2 B 0 A I B AS TR 2s A BE AR . FE S U Z
HE, HOA— MR AT TR, URNTICH B 8 — D BARA Atk S ik, AT
A ASRAAIER B AN X IR, Y IRAT S AT AT ACE BT, HAF 2R iz A
s BT 0T, T X B — T ARE N IR Z EHMEA T ZE A TR S . XFERY 4
WA SR X P SR 57— C—— T BRI ERRE . friz
HZREM A 2D N FEF LT R, 2 F ot A FRE B T2 /4  H . =04
PEFFE RO 2 /0 AT LAV 9458 PR 5 T8 — 2 4 A {5 B AN 2 2 18 1 ol XU i 222 4 L
WS s IR i ds AT A ) (7SR A, DAYRE 2 S Ll 3E A5 BOR MU T 84

B HORG A EUN B T ICRRAE R AT BErE . SRR AR X5 B A SR A BER
BRI AT R, N BRI OC T A5 B AR5 B AR EE A — &, SRE AR AN B 0y
PIRTEE T2 8 (s B B RATE S sk R AiE , S8 2 Se s a1 1. 767 W0 B R IR A6 I 4%
PRBE ARV 22 7T LAFE 1) 3 AN AR A IR AN 6 D (IR BEFR M BT 1D) | ik 265505 1D
T I A2 P TR P 6 B Ak 2 A B (i A HE 558N ) o (B2 57 1D & —
b B 24 A e DR R B S By g 2 i R AT R A9 A Cidentifiable person) o %405 1D (19
RN & I FHAE TR A PR R AR 08 7 (5 b T Je X DA R TSI o s A B A AN AR
BT 505 B B R0E S T RE , ELAE R e 52 BRI = &2 06 FF A 22 402 1915 8, 2 (48t ot
PUNAHT AT RE LS ZESCAPHARSRSE T IR BIE B AR A B S B AT M PERRE IR
S AR AT . 278 BB AR KR T MR BRI NI RE A . R, 15
SR TR PR B AUE I AR A A5 S PR ik T B L

()12 B8R A HBEAR AT | R EAR IR 5 AR AT

FF G BT IR0 oA i e AL BB o T LIE & 6 R AR IR AT e bn iR
BRSBTS, R I T DL SGIBE S A A DG 1E L, T G T X 4 1 SCRY
Ptk o VERITEALUE S BHE  FRRAF — o e — b By BA M — e, PRI AT 8
TR, 2 — Bt P X0 AR AT AR R R AR R A B PR IR A AS TR 2

(6] See Rosemary Jay, Data Protection Law and Practice, 4th ed., Sweet & Maxwell, 2012, p. 172.

(7) See Article 29 Data Protection Working Party, Opinion 4/2007 on the Concept of Personal Data (01248/07/EN WP
136), p.12.

(81 IERCAMG, KIFAAR Y O T 5 B EREE 1 SO O A ME BARYE) B S22 A BN 2R 51 221 1981 4ECH
Fe N ANEAE B S AL AL TR AR A 2 ) ( Convention for the Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data) 5 2 ZWIHHE X T “ B3 LEHE SCRY” (automated data file ) FI1“ SCRY 4555122 ( controller
of the file) , K ¢ T(5 B A MY SCRS 2 il R0 A Al J2 28 5 BRI 25 55 WO B g 2% 1995 4ECOC T efi B
PR AN 3 A (5 B B DL S 2R B i e 95/46/EC 5354 ) ( Directive 95/46/EC on the Protection
of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data) % 2 4% 5E X 553K
FESCT A5 B ERBEE A R 55 (personal data filing system) : 4 AT 4% BUREE B dfi D[] ( SOPRO) M85 1L 15 8 3
WEIEES .
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HARRSEE A IER (R —E e RE S 07) , BT 25 BRI e i ML . #5
PUFHHEA T AN BRI W RO R 4 25001 ) 70> BRI 04 2 SO LAS 2%
T 2 T AR K12 B OIE S E LB | AR A S R AR A, S AR
PR (RRE R iU | cookies B S TR IR BIARAESE) o 98 [ — BRIk 3T 10 S ATk 5K
B Tz AR AN N AT RGE R (PID) | S bn 25 . FE O MG BART ) iy
“ AR R AR AT I
PRRAF IR A5 B B M g e B2 AR5 B, FLX R 1] sl e B A M —
AT AAEE—25 2087 , AR5 IRED AT LRz A5 B8 F g mdee S A iS22, hnil
FFEA EHBUIH A ABIRE T, ORI B A B 8 R AN ] B A A, AR IRAF
505 B R SN TE AR o i 22 35 R R K2 1 3 LT 0 #% ( Ronald E. Leenes) &
BT AR NS A1 EB 23 & FEAS TR A, OF 4 s 2 6 0 U] Al g0 B U AR R A 19 43
F L0 X RIIR & A SCR AR R 43 R AR UAE AR AR A P 2, Rl o0 s v
SEAR AR X I B BRI N B . AR T SRR AR LErE — BB AZ G5 B
PR3 (R PAT , Gtk 44 B ik ( B A S R — S 3 BB S fi) ) LA S A8 6 LTI i %
JERAEA RN B AE . TEER R b, & AR IR ARG B2 T 5 TR B A G
G [HHEEPR IR TS N BB R B AR B Rk B Oy (R 25 5 HoAh {5 8 AT AU
TRAE B R AR AT, B TSR ST B FARAS o T bR AP AR ID S FRiN
FFRRE . KEMB A ID [FEE S IR A3 B RUAER O i T Jee , I A7 ) 45 3 1
(AnAE HEHERS ) TRl F R 5T 10
B MFRIRFFE AR A HAumE— LA B, L& M — AR 1 B AR 1A
R R U A AS [0 L0 4y MAC ik 45 ID G Z4r%s W 314 (P
) RS WEAME—E 2N Y VE AR AT I A AR R AL G i A R A
[l 120 Sk SRR R AT RB 43 B IR IR, XY 5 HAth (5 B AR 45 & B, v R )

(91 SRR Z AR M AE B AU o VR AT A BE, X UM R DEAT 2 RUAL 7307, B Bn PUARF IX 20 75 8 B4 34U (look-up
identifiability , fAJFK L &) FIAENBPL 5] recognition identifiability, i #Kk R &) bR i T A S0 3R 51,
PUIMMER LT AR AT 56 A 2 A NZ R B IES 1 A U FH S5 5 2ER S RA A
FRAR AR A O R X HEA TR, BRI B 3, AR E 5 R IR B Ck . 2 UL Ronald
Leenes, Do They Know Me? Deconstructing Identifiability, 4 University of Ottawa Law & Technology Journal 135 (2007)

(103 Hotmn, — A Al WiFi S0 ik R Rl 28 A/ IR A U5 5 ok o X 20 RS Sl Bl 89 AR 5 ] 4
7 (MAC) ik ) oA HE Wiki $  FRRIIE K o MAC btk X T35 45 20 Dhd 2 ik — 14, B s b AS a3 8% £
FAN 47 6 ] MAC Hiu ik sl R —BR iR A ) SR BRER BEAT , SR X T A PR A A g 10, e 3 2 1 3RU31
AU NRIRCR o

(1) RS EAR UL R A R T ) 2 360 A ST 4 LA I o] DUFLE B AR U I e 81T 45 8
PRk “EARGE WU AHABT 55 A0 S H 2 AR — AR T SRS B AR UL i AR (HIC 48 1k, S Bl
JE S — 18 FHAR 15 , see Jules Polonetsky, Omer Tene and Kelsey Finch, Shades of Gray: Seeing the Full Spectrum of
Practical Data De-identification, 56 Santa Clara Law Review 593, 596 —599 (2016). i, fxix 35 4 — M2 5L
S G N4 ) (Uniform Personal Data Protection Act) 5 SR LR IRAF AR 3 32 X, 54 3C
HARVR AR : B RAT IR % (commonly ) FI TR BIEE £ L., 4% 47 W S hL | Hs 6 1 b
kAT (recognizable) Y B8 J | B G- S A FIAL S PRS- 1555

(12) i, 3¢ B E FRARERF I B Xt B HbR AT IR T 3 5 A ASCIBRAY B , ) A7 A SR ISR A0 , i 7 £ B 451
B LK AR e B B4 1D,
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I NEAREEFF PRI TR . BRICTIST, 9 265 5 38 GE 0 23 Rt 1 B 1 1 21 K
#fi (indirect personal data)"), JRAT LLFIARZEAT IR , (EABEABRIRFFIE o

AR SORF KA AR 0] DL A DK 73T JE AN BE B B 13 9 I 28 Rl 4 1D I
N IRHERRIRAT , R TN TS B, B AR S b i A AR BALBEALIE . [EEARIRAT
S b FUR RIS BUE B OCHR s 1 1 T, 7 2 WM R B i 2 SL AU Y HA £
ELHEAT S U #2 ( cross-linking ) A AT T U N7 Y 208 T ANfE BB T B2 M
FUSIH SR A AARSRHR 1) R, BTz 2 25 Bk Lt 7. T B SRR BN AR IR R
XRFo P HE 2 (NAT) 7EHR0R 1 (2020 ARAT 9 =) P BORT T ARIR 70 2R8I
W TR S AT N HENPRS R IRAT X 2 =2 IR B A 45 B (personally-identified
information,, PIL) , RV FIAR 8 15 18 B2 UM FF E A A Bds s PR3 B2 % 1915 5L (device-identi-
fied information, DIT) , RIS Y45 50 o ml—2H e A KA ELAS I T BRI RS AR 2L
353 2PV 15 B (de-identified information) , B 54> N5 304 35 A8 % A STk Aoy ol 1
AR AERI I AR R AR B EE SRR X G, U A5 1 £ B LSRR B I, e
ARSCFTARAEHEARRAT o A SCAYRCT ID 5 DIT AR b nl DIZETR] o oK DIL Ay HOR g
TABBIERRE A G BA

VAR A T B DU 5 25 TR A B 3k B i R 0 D7 3, R 458 22 4 ) 2 76

(13) X HLA A AR ST A SO S AR IRAT . A7 AR IESs , 15 AR GT R G hoeh S Bl A5 T 4%
H Iy H] AR X R — PR . XA BT A B AR, B 2 AR o T U — A, %
FATEPTE S R o S B o A PR TR 7T LA AR s R SRR A < e — , DR P8 B PR A O 9 1 M
T, EATE B SRR N DUETE RS B R SR s W e, R T BT RAF M R GT P BEAL AT WL 46
TAPZEALE T S ST R G R B AR ATE TR RS NSME (personal foreign keys ) , 434 £ GE4% B 43 Z [H] XA~
N FERR RS 0T B T BB NS i (5 8 B 7 T 5 o X SRS R T 3 A 2
B, See Indirect Personal Datg Findihgs Cause Surprises in GDPR Analyses, INEO News, https://www. ineo. fi/en/in-
direct — personal — data — firidil)gs — cause — surprises — gdpr — analyses/ , fi T 15 [A] B [8] [ 2022 -01 =02 ] ,

(14) International Organization for Standardization, I1SO/TS 25237 .2008 Health informatics - Pseudonymization.

(15)  Hedn, IP Hluhl ] REZ— A>T SR AR A5 (point of collection ) , BEAT BEFMNMAE AT AU B, 0 IR A4 T A8 3 2 5/ [
I, AR A NG B IR AR BUE ML IC s R 58 o WERIR B 19 1P s A B 5 R 407y
I (0TI HE 3 T 10 2 25 T 22 DU 75U SR B =) % 1P H B T 4
AN I biographic information ) 4154 4 1 TP HA ASTEH ™ R e FL A2 34 15 BT SR MR
AT BAE DRI ;s W5 B R AT 278 13 n - Uk o FERXAMFOLT , 1P Hhik (3% 7] 5 A4 Y
fER) BARFT DMMEA DA R o 5 A CH R MRtk 7 I P s S bRtttk ) AHOGHR I, 322 TP HuhkKe
AR BYETEfGE . See Eloise Gratton, If Personal Information is Privacy’s Gatekeeper, then Risk of Harm is the
Key: A Proposed Method for Determining What Counts as Personal Information, 24 Albany Law Journal of Science and
Technology 105, 176 =177 (2014).

(16) 2020 NAI Code of Conduct, https;//thenai. org/wp — content/uploads/2021/07/nai_code2020. pdf, f I i [11] B 7]
[2022 -01 -02], &) RHE 2 Z HT AT o EI AR 9 2 — 41 B BOH R 5L 78 T RE A TETE T kSR SR LR
A EHR A N B (directly identifying data) , Q11444 email FHEEAIS  HIFSAESIRIES . 45 R0 220w
SRR TAEESUIA ANBIBR AT, U cookie FE 3 hRiHAE . AR, X FERIAR AT IAE 5 IS AE 20T B FA
INHEA B . T, Z0E B RS 5 R TR R AR 45 BlOCIR i bR iU , T AN S 2k 22 48 A 4D 19 L
P e UM 5 B IS AL ST PR AL T 1 A 2R TS

(17) 2R g £3€2020 AT N ) AR , 45 Bl DIT AT LASCER R L 44 7 =X A VB | o Al 1) 25 106 45 3 SE Ao
EANKN B ity L, s o A R T s ST o 0 1w ) A 00, DA WCSR A T DIT i 10 0 SO A B AR
14 s (1) 15 —Fh i DR T e S T2 I B8 AN B T U R 22 A AR R 0 , S0 6008 B AL 7™ 25 (9 07 Am SR T
AJEYEA B T B L 5 (2) ATF AR BAE PR AF D DI (3) SRS BEAS it a7 17, By 8 2R OB A AR AT 24 )
BRI P 455 s R ICH B R R A AT (BRAE DI L8 TH2 8 ) LUR A EHI 4 o
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HERRRATEE 2, JLP B T 5 ] IS AR 0 Rl | RO L A 1] R B8 2 B At
W RRAE AR B AR H SRR O B A RORES S BE O R B SR
PUGMMAFER 0] BECA MRS IRAT o SN MERR IRATAE 2 K FEBE bl DL A 3t R0 B fry, B
TrREEM S o, A ] UL B S5 LA R A0 2 DR RSB R . A0
A AR IRAT (5 S A B AN B U, (LA S ) A9 TS BV i e P50 0 B aed R A5 98
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MBI, FATAT LA = 2508 50 O R B A S N PR — A g oeih , —
i 2 044 A5 ELREAR I B 0 0 B A o — S G AR T A i 2 ) A 8] 4
PRIRAT R RTS8 Bl n] Ul b2s & 0 A mi Ve Fe @ A fs B B R R B B 28— 5 5
SRR P AN SRR T HAS SR B BOR T3 TS - MRS EAS B 2 75 1 1) el o R
FATX I3 AR IRATAE S s MR IRAT S 2B 0y i IR, SCIX 70 th EL AR AT R Ta] iR
P o TAIAA NAE B WA R ol 5 B W B 5 R 2 8] ) B SRR v, LM £
SR AT EE AR TR R T R MR R U HGR R ID) | IERUCA R BIL &R 4 & 70
ARZEREA TR, 28 = ARRMAF R i TR R A S B £ 2
IR A PERFAE AT, AGE T4 H 25 b 2R 3R R BOREA AT 3l IR A 52 BLX — H Bn B 221
Tt AR AT B OB PR ST AR, AR IRAT AV AR T R U 20 B i
DAl RE, B UL, B RAT T B S0 R A A T B

(=) (MAAZ BRI ) F IR A" Fo“ K7 898 3L

CNNAE BRI IE) 28 4 SR T U007 A0 A 57 PAAZ LA TS, B U A iR
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(18) See Jules Polonetsky, Omer Tene and Kelsey Finch, Shades of Gray: Seeing the Full Spectrum of Practical Data De — i-
dentification, 56 Santa Clara Law Review 593, 605 (2016).

(19) 5 B E MBI o HA 48 )@ PR 15 BN APRIRFF IR R, 260 1T H R 5 0 AR AT SR AR 3 3y ik —
PR o ARSCNH, R ME— 387 0/ RS B AR RAT, R PRI A A B SR X 4y . AR E, didR
PRFASEARRAT, TR BIE R AR
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MRIERTSCIEE , SRR B 28 AR5 70 78 85 v 2R B AR PRA A1 1]
HRRPAT o R AME ER IR 55 4 2000 7 T BEAR , A 57 WX LE 48 1) {5 B ik
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R AN ML 2 T A ), sAE 45 H 3l (5 R IS, 3 2 i 55
o SRR B R AL R M AN AT ATy sl 5 A Ak S o KRR, AR A
WA T R 2 B8l T 9 R | AT BE R R SC B, i s O 2 5 7 A R S B

— e, — MG R BRI (R B AR A L2 s A | v R R ey o T
— B FRRATES ARk, wit s mT LIRSS E BRI THRUREZ0M 25 5K (Sim-
son L. Garfinkel ) DUR] 4% (linkable ) 5 SCAN AAF B - NG B2 542 D AR5 BA7
TEZHRIK A5 R 200 A —CLi LU T 2852 (Scott Jordan ) WIS i 1= 5 217 5
HE R AR SO ™ 5 SRR 2 A N s e A e 1A BA 5 AT RE 1 2 3R 1K AR 1 15
B %58 SCBIRIF AR R R N & T (EE B R T 5 B R AT UI R IE A
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(A A5 R A 4 1 0 2567 U B K o
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1 AR FUE A NG B S AU et it . XS 5 5 192 88, &5 2R e i
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[ Abstract] The Personal Information Protection Law ( PIPL) establishes a system of di-
rect utilization of personal information under the control of individuals, but it is questionable
whether it provides a channel for the sharing of personal information. Information has different
identifiers: direct identifiers are directly linked to the identity of the information subject, indi-
rect identifiers can identify individuals but are not directly linked to their identity, and quasi-
identifiers can profile individuals by combining two or more linkable information. The three
types of identifiers bring different risks of harm to the rights and interests of individuals. Both
anonymization and de-identification provided for in the PIPL are essentially institutional arrange-
ments against the personal identifiable information risk within a particular dataset, which can e-
liminate the risk arising from the identification of the information itself, but not that arising from
profiling. Therefore, in the absence of measures for addressing the risk from profiling, neither
the anonymization nor the de-identification under the current PIPL can support the sharing of
personal information. Now that the PIPL defines anonymized. information as non-personal infor-
mation, to prevent deregulation, it is necessary to interoret strimgently as to whether anonymiza-
tion meets the requirements of the PIPL, and to make/de-identification a legal system that is in
line with the requirement of the international ¢gnimunity and can-¢nsiire the safe sharing and use
of personal information. The PIPL, should arrange for the ¢onsent-before processing and the con-
trolling rights during processingiaccording to the rele of\ditferent types of information in the i-
dentification analysis and,the possibility for individuals to control or prevent improper identifica-
tion. What must be removed for de-ideniification is the direct identifiers, and the consent before
processing should also be limijted to direct identifiers. For indirect identifiers, a possible path is
to allow their use, but at the same time allow individuals to refuse their use (as opposed to con-
sent before processing) , and limit their use or the manner of their use by law or industry self-
regulation. For other non-identifiable information, the only way to prevent infringement and pro-
vide remedies for individuals is to control the identifying and analyzing conduct. This identifica-
tion control is not intended to absolutely prohibit the processor from performing profiling, but
rather to prohibit identification through profiling. In short, de-identification needs to be recon-
stituted into a controlled de-identification system of “de-direct identifier + identification con-
trol” to allow each industry to develop a controlled de-identification mechanism suitable for its
own risk and explore security measures for ensuring the sharing and use of personal information
in accordance with the spirit of the personal protection law. Only in this way can we, on the
premise of controlling the personal identifiable risk, provide an institutional foundation for the

sharing of personal information and maximize the social utilities of personal information
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