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Pk R G ABLA B — @, SR P B A AT ARG SRR AN ALE B R A A
KIAF R AAAT BARIP PR . AR R P 3 S A AR P e 1E B E SR R, B S
ZRAVAEE SeE R, RERL GG RETL5E %4, BRABLITAEZE
WCAEF-BR, B % AL e JE R P AR ) 2 T TR 69 AT 4R T AT B R R 15 B WL R
RRA-5 A P BARINE, RSB R o YK 3 AT B 649 BT B A AR TE S S5 4T AR R 5 A
PEACHE F L, B 3 B R akNE F AR RS TR ALE B A A R P OB BB AT IR, Sk
SEA P E B AT B AR LR S AR B SR BIE TR A d AE AL 64 R AL 9542 i
S B — R A NAAE BRI IR AEAER
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[ERIAEE W% 3B AR AR L€ SN IR AR TR N DS TRe N 7 = W X ) = W S 138
S5 BRI M AT o K 48 P AT P iR RO HE S B T R 5 A e
etk T HERMZ TR A AEARZ I T e A3 5 T LUE RS HE B 5008045 5 Rl
E AU AR S AT LIAREBCE A R R A (5 R

PP AR S AP HER ARG HDP A e g PR 3R 1 T Bk IRZ LR, A
AT NS BE T N5 B RTEmE , R 2 MR RS S RAUTEIE T 0 T A

H AR SHHEAE T AR SRR G o FEES, X T H P R S A PR HEr A
FAAES UL AESEE M TG H AT A RS2 E T AANEE , — B FEA R A
Ko TEA AR, P AT ST BUE BAE T AEE, ROy ARERIE S B R
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FRE R AR TH., VAR TIEEE B G, — B 25 BT A AL b B {HAE
HA TR, 215 B8R TG R, RO A5 AR By st xS AR, T EL4G &
b B, B2 AR BB T LA A B BRI BRI T A A5 B A F i Y8 8N
YEIZ , T ELAR G HE BB F - R T RIS, 4140 2018 4 A= 2500 — it 4
ZRM) (A SCRIFRC LAY ) 5 4 4555 (4) FHE O T V-G AR B RE 88 2 RG> AL
PaEAT AT B Sh AL BE, Kt o 1 AL A AR N AR SR B A5 IR DL LR A A i
U R RTEREPE AT O 5 A BT B T AT R AL B R R TR R, AR A2 AR Y
EHE . HA AR 2R B ) H A RE G A5, LA K A e DA S B T 43 BT 3 28 2R, AT AR
P E .

— M ATl sE SR AE R BOR RS I H PR R

FEARMYE XA NAF S U i i o I sl R e e S A8 OB B 2 — Fp A, T
Stk P USRS AR IR B IR A, 1008 D 28 TP G AR YA AR 5 S N A5 B DR (R R T 4
FE, PRAUEAR S BIS H BE HAT LS Y)

(=) MEREMNALZ EHHAK

CINER R IN GS  DR U SN =i N S N E b o A R D o Wi o) W B W Dl R )| e =%
RN BRI A T AT AT o d s R 3 AT AR S U P S A AE
ST B, ) an i i e A S A ME— AR s AT TS S, Rl e X A SR Y
A AT o GRS o 9] Gt P P 00 ) o 3ty | ek DR DA ) S ) B, PR3t T AR T S
BT IR ER , TSR EES T P 5 S B

E— B, LAHT P 24 577 SORMOER T P BO05 B HUBGE T 208 s A RESE L8 B
JIZ 55 1) I st AT () TG V5 QQ) o W TR 22 AT T i 58 5 A 34 1) o 3l B £
(BN 2 5 | B2 5T 2 P 3t ) | FH P 1 A 2 SR gl 0T R85 5%, -t IR ok 194 s A AR
SEGE A P8 i D7 O S AR T8 B AR 3B ER . LA, RIVEE— L858 B P R A [ 32t
FH P AT REALAUA T30 WO T BE , S I 190 3t s Te v 228y P 8 s A5 .

(ELRG 28 TP 8 2 A AR PRI, BRIV 9 T b a8 SR> I iy, 19 3l 6 ] A S
AV BB o I FRATAEIEA A g W oty b A8 2RI BE 1 8 S 7 AR AT e
JEOGER” I — A ot o BB AT T Z AT R S W ST IC SAHOC A 7 o 2R MR A HE T AN
B Z BT LARRE, J2 o Mt Bag TAR ZHOR T B, il ASEBUR AR TN P Ay G B 5 4
B ZREmE , A R BOR A TR JLRH:

1. HTTP Cookie

Pt B RSO P £ B 0 i D7 302 HTTP Cookie 2§ Cookie £ZAK o Cookie £EA
Z I LA 2 B B R BRPRJE R O Cookie £ AT LAFE B Az 55 B T P E—IK Y
AR 2, AT B 22 B2 Web AR IS RESE I B4 25 F P AR DU A4 1
SERIR RO T I 4 885 a5 25 5 DU R A B R — AN 0T, SeA QiR %A Cookie 4%
A IR 55 AN FIIE PO G W) 4 19 B il 2 AT 4 0 {HAE Cookie HARRYH BT, i3 il afk
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UYL T o TEM ) IF A Cookie HYE &L T, W3l o] RAYE ] it B AL BB — D IR ER Y
Cookie , LAFEAFFE BIARIC RN F G THE L (F 10 1234abed ) |3 FE, 24 H - 3F A 2125
T, Pkt T LAHITE P R A2 A A L

B T Cookie £ AT LAIZE R P 13301 BB SO, e FH P 55 I ol g 0 4, 19X sl 1, 1R
A TR SBEH PTG Bl RER P IS Cookie, I H 1A MR ) Y0 2%
HREEI Cookie ID , 35 5k AT LARFLE M b 1517] Cookie - ARHURATAE Cookie THAYMEH . 24
9K ,— H 71 56 H] Cookie, i 0748 3 Cookie AN Iy F P $2HE AR 55/ L 4E Cookie {5
K5 2 B 0] B s H Y Cookie TD IS, 93t I8 74 5 18] Z HiT Cookie P AR OREFAY(E B o

XFF Cookie R # AN A F Rl —AS Wk L2000 P AR 2358 LAk I3 4 A2 B
— I, A Pl AR e ] — R R 4 s w B ik . HEESE | Wﬁﬁﬂ“%ﬂﬂ$|§]ﬂ"]@%
ol R . N — 08 2R Y sty | HER AT 1) A 2 PT REA E i R A 9l B 1L i
H ST RESE M4 A R PR b Ay . ZENCER SaB B P (R BN ,Kﬂﬂmﬁﬁ)ﬂlﬁlﬂ
R D3t , T LA R AT I 3 5 X % ) 45 T AR BT BB 17 [T AR Cookie ST, U
4 Cookie H1{{E B, , FFx I 2 oEA {5 L3

2. Flash Cookie

Cookie FZA AT LS It %865 55 1D el i i .~ A5 Wi 4, (H— B R0 (58 9 s )
g A MR T s s I A DA RS B B T A O i O Ui I
(187 Do 3l JE2AS P 3l A, A W] BB Coolie HEARER TP 15 B g LU IRE 739K S 3%t
P B 5B i 75 25 ] Flash Cookie $A%S

T8 “ Flash. Gookie” , AR | ] IFR A <A HIFE 2% 42 (local shared objects) ", i Hi
Adobe Flash FF % A\ 53l F P (4 0 H AL AR50 i) ek L) A 2 358 Cookie 457
A, Flash Cookie £ A [ 725 1S ALK A7 o ] TR 0O DA A7 Ao x5 T &5 3
MEZ L) Flash Cookie f1 32 $8 45 AR REAE i 15 FLAE 38 B S URSE FH P 5 B i o8 B
#, TEfE] Flash CookiePyETE T, RV AT MR 1 Py s Vi 5, =53 BAE A P el
T AN [R) B0 8 A U ) DX 3y, A 7 ] P T sl 475 88 AT A B RS S A B o

(1) HARSITE Cookie & AR S5 253 i (webserver BU35 cgi) , BBt 45 F P B0 86 &% , P X 86 25 23K Cookie 114
key/value fRAFFIHEA H 5 F {9 SCAS ST, R IR TFR []— sl i & 126 2% Cookie 25 IR 55 4 (i 4 A2 ) W6 45 ¢
AJa i Cookie) o

[2]) See Giines Acar (et.al. ), Facebook Tracking Through Social Plug-ins, https://securehomes. esat. kuleuven. be/ ~ ga-
car/fh_tracking/fh_plugins. pdf, f 1 1J5 [a] i ] [ 2018 =09 —25] ,

(3] See Interactive Advertising Bureau, A Guide to Online Behavioral Advertising, www. iabuk. net/sites/default/files/pub-
lication — download/OnlineBehavioural AdvertisingHandbook _5455. pdf, &t /j [a] i} [6] [ 2018 -09 -25] ,

[4) See Ashkan Soltani (et. al. ), Flash Cookies and Privacy, http://ssm. com/abstract = 1446862, %% i/t )7 [n] B} []
[2018 =09 —287.

(5) Cookie {X ALIF1EME 4KB , 1 Flash Cookie W] #2774 100KB, tt4), Flash Cookie i 0] L) [ A7 RI3& 7745 23 6] K/ o

(6] Cookie M T, BatE—EBeMf )5 H 301 2% 5 1M Flash Cookie QWA FBMIER , W] 23K AARFEAE P i Lo

(73 FFPIEATEE Cookie (ML E BN AT IHER Cookie, AT LAA AR 22 J7 ZURIBRA R AT — VM B , i A7 300 B 45 A< B 5
NE T iX—I6E, i Flash Cookie N2 f#f#TE C: \Documents and Settings\ Ff] 7 44 \ Application Data\Macromedia\
Flash Player SC{F3¢ R, Hrfi#sharedobjects 30432 il F#74i# Flash Cookie, macromedia. com 774i# Flash Cookie fY 4>
JRBEE o R P ARMERA IS
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3. Ever Cookie

Ever Cookie 3% AR 7] DA 85 £ i X} Cookie YEAT4E 47, i H A4H b #2358 Cookie 5 Flash
Cookie , 33 P Fig AR A1 75 I 25 FH P SEXE N R G Cookie, mT LA 199 35t RE % BE vz 1 3 9t HUH]
F % PR R T R O ARREE RE S MERR Y S

Ever Cookie [{J43 AR T+ Bt 1AL TR ] BEHLAE ] A o i B R AT 48 03, A1) A ] A it 47
BLIR AT B F S ] Cookie, AR AERIA 25k s 2 S 1 f) Cookie R LIEEBIAIE [8) X
B, BIE TP IR 5 g s o0 i 5%, 2R M B 1 i 7 78 Pl I > SO R i Cookie 32
7, WAL AT AR ol AAE HAB SO H & B Cookie F #5407 T3 Ever Cookie £ZA , i LATER
w AR Y1 N Cookie ID ELAT B g ARG P AT AT US| HEBR VEAS B BEALIE RS20

T Ever Cookie 1 LR 41E , Ever Cookie W8 A 19E F M “ 15 P Cookie ( Zombie
Cookie) ” 120 [Rly— HL{i Fi| Ever Cookie £ A IE ERFINCER P 65 8., P st AR ME i
X Cookie HYMERAR IE A & KIF B BE

4. Fingerprinting

Fingerprinting £ A 13 52 X HO SCHEAE B I UGB L. R AEBL Skt A
ATTRT LA 3 3 18 ORI FRIR AR, 7 55 e 7 1 ek 7% vh ] LA A% S i SOGB4 R
HANHE G TFEMLLO a0 FEAS B ik ﬂf CIECH FH P T A 30 5 s 2R 880 F P 4 T A9 57
7, DL MBS TETHRNL B2 it he X 2005 2 AT REARAS i ME 1 IH 225 Aok, BT
A LRSI E— i e L

SHTIH LA Cookiegle A AR Y 2 , Fingerprinting S ANVE AL TP A4 LI _E i 47 3C
o PR P AR XE A BT Fingerprinting SR 19{5 B 185, 10 B AER DU
Tt S R v R B BR . T T 42\ Fingerprinting HOAR X A5 B AR HiB Ex,
A28 FH i 1) B DI BE , ] 1 JavaScript F1 Adobe 1 Flash,,

(=) kgL

P 3t Xof TS A A 5 1B B ROR Bk G, 5 B2 R g ML g 7 — oA
N iE Cookie FEAEE V1Y, A2 58 BT 55 I 3l X 35 (Y 0 B4R, {H 35 4 Flash Cookie |
Ever Cookie Y Fingerprinting X S F A A5 DI HARYE? J& 45 0y 20 HE AT 25 il 7
i%‘fﬁﬁﬁ@ﬁﬁﬁ’ﬂ I, S I 2 X AT — R R B A i A Ml 2 F?TW%F)’TE&,JH:

FAF DI R UAFAEE R, 2 Wi 25 R T Bl B 65 85, et 2
TERHR S PP 5 60 M A R AT (RIS A A AN 20 By , ek v B ) 8 S B B R B

(8) EA&NiN, Ever Cookie 1E )] #E Cookie B £x{ii Fi 4 N 774 AL : 4% i HTTP Cookie; Local Shared Objects ( Flash
Cookie) ; Silverlight Isolated Storage; LA H 34 1 3 il 25 47 1 PNG {2 Z K J 1) RGB {HIE AR 17 Cookie, {ii i HT-
ML5 Canvas %5 BEHUR 2 [ Fr ( Cookie ) 5 753 YT 45 I 8210 55 FPAEAi# Cookie s 7E HTTP ETag Hif#fi#f Cookie ; 76 55

LR A7 Cookie ; window. name 2% £7 ; Internet Explorer user Data; HTMLS Session Storage; HTMLS5 Local Stor-

age; HTMLS Global Storage; HTMLS Database Storage ( SQLite)

(9] See Christian Olsen, Supercookies: What You Need to Know About the Web’ s Latest Tracking Devic ( Mashable) ,
http : //mashable. com/2011/09/02/supercookies — internet — privacy , fiz £ 17 [7) i [E] [ 2018 —09 =28 ]

(10) See Gunes Acar (et. al. ), FPDetective: Dusting the Web for Fingerprinters, 2013 ACM Conference on Computer and
Communications Security, November 2013.

(11) See Peter Eckersley, “How Unique Is Your Web Browser?” , 6205 Lecture Notes Ccomputer SCI. 1 (2010).
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B 2 5 SN R IEAT PR  BEIS A HE R 1 1 2 52 2 E A RO S AR L] 2
(0] 2 AR R ) R, 5 X e R B O (R R A T R L P A B 44 A 1 S
SRR T MGEE? EEX T A RS AR R U RS 377 kA A
NG SR A BERS R IS IR K AEAR R AR E o LR MBI 58 o TRIRE, SRk
XFF R IR S A E 2R, IR 4 IR A I 2 oW E 5

= HeBGERILER TRy R A
WA HCHE R ILET K, 0 LA B 05T 2 15 J f5 B30 45 1

PEHERE , AR [) [ R0 X ORI T A ) L) 50 0l 1 B 44 A8 9 5 A7 0 45 B2
TR TANER A FBEIY TR G2AE WL T T AR

(=)
TR H FTRT 28 R A AP A HE SO OR B e o X R fe

Cookie ZEH AW 19T 415 B, 7 BAFMESSAE SO AT P EE R, e 97k
HIFBA MIRAS 1L CRT RIS ER8 ZAMUE - HL 11 55 S B O i o o i 4%
U T 9%~ AR RRAL 1) ARG R i e R 55 (O R A5 SR (00 R e 2200 2 5 SR AN B
X HAS NIRFAE 00, 95 FSF-25 DA T B 8 B A A6 o 7 (R — WL I R L ALE M o
Wb 5 A B AT T AR B Ak, T B T WU R B4 DR K

o b, MRS AT 9 B9 AT AR B2 B 1A BE R S0 . 2013 4R 18
ARIEVR T BE A R BEADASUE 23 58 rps AHE D A 11 JBE 2 W R DI ™ = Mg ™ 265G B i)
Jai 5 20 AR I 19 LR HE IR ™ AT < R N TR S T DR RE 2w
THM AT AR B AR RA R AL 7 B FARL . — i B SORp 1 ARMERY J25k U2 H
LB, B A FACR IR A GRS A S 0 A5 B, ISR AT S AR B
1 ] PR PR K5 i L, A DG I B U e 4 P B AT 3SR, IR B 0T T BT 984T
Ay Be FEAw A, PRI A FTHR P 09922 37 06k P 7 A S B i 2 L)

MANAE BRI E AR, FeE R B TR A b IR R S8 W B TH 2 5 A AT B 2 15 s
TAMNEE (A LRE)EF 76 ZFZHE D NG R, ZA5 LU 1838 oAb 5 28 % 1
RERS o sl SR B A A IR0 B AR A A B 15 e B, AR EA R T B R AR
w4 A B B ORI A N EROE B AR RS R X — AR L E
KFE AT 0T LUK P O 27 15 B0 A A5 L, RO A & AR B, A BAR
AIRE R AVAMA . (EIZIESE 42 26 SOUE - * W 4518 8 3 A i 8\ BL ok S8t e 1
NI R AREPEEE R, AR AR AFE . (HR, Gad A BG4 E

(12) VLS R AU TSt XN RIEBE (2013) S RB) 745 3031 5 RS M
(13)  TLIRE R AU PR EERE (2014) 7 RATE 5028 5 REH AL,
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AN EUR L RROBRA . 3T BE 44 A 0 38 21300 35 1, 18 2% ML S (DL S04 P P
TR 5 8 A T L BRI A BT IS B 75

R T R T B R SEIE 05 S A0 B AT B A B AT
HTEmE . B B2 A R A M5 .28 A BE) BUAE , A A5 45~ DU T o Ho A
75 BT RS A B 5 HO 13 0.5 2 LA A 0 B R I 198 T 3
AL 45 3, I % b2 0T P OE P20 A A B 0 £ R
RO T TR P I B U3 A G (3 8 TR A 1 e
L SR L AR S R T BN i FLMf35 . SR A, B e T
B A LR, FRE R 98 AL B 1 2 A A A A A
SO A AREIT ) " RS B A AR, 09

(=) £1

S AT AN A3 LA 0 57 vk , Al YA T 2 0 B ) P 7 A 13 )
PR S AMPE AR R AL 1 DA 20 TE4E 90 4F 1R 1 WA BL b 3 [ 52 53
e 52 (FTC) FF 4 28 7 X 1 13 WL O L B, 199845, 6 505 2% B 4 T A T — B4t
e X R RS 8 P B RA R S5 T 4 R T A A5 8 S 1)
HRAEC— BN ZEUC S A LY, P B 0 28 3 406 T B SR 1 i b A
PO, A T 2 T T 0 T M 0 £ . e, B PO o 9 B 1 5% L
T2, AN Cookie) AATHITHIE M Ta0 (T 16031 22 ERELE RS T VIl 5% 4, 11T
SR Al S PR AR 12 L, DR Al S5 AR 5 1 i A P i S £ . 000

TEA TGS BRI HE 5| T 6 5 2o R T ST W 0 e IS0, B
o 5 2 R BIC R B 35 580 PO A A (3 S R B T, I 515 %
AT ABER 5 (5 B Bk . I 2000 4F DR 5 & B 24 T 4
T Sears 247 BEHS 505 % DU SRAT BT Sears 247 £ 28 1 PR T — B
BRI (5L Sears\ AGEA F0 85 HAGH (5 2 7 P 1 B BLE , YA 75 S0 L U 7
i e B RIHC 20 1T OB WL ST, DRI b 0 T 0 2 KB 170 952 53
T 28R, Sears 24 FE L WRABCR BN M R T P 4 0 L
BRI 190 2010 48 BEFRT 5 7% 51 4 XA EchoMetrix 3 Rl3E(7 T 97 . {E EchoMe-
trix 27T — 8 S B e, EchoMetrix 24 7 i L H IR 8h 0 BCHRIEAT T
BB I B (A T R A1) I 555 % R &, O T LB £

(14]  GB/T 35273 - 2017( {5 B L AR NG RLRHIL) , Mt A,

(15) AP BIFE R A 20 4N B HaEfUm B LR W, W A2 E THAGERABKNEARER, 20
THEAR BN A5 BB B B AR IR IR S R AR S5, (B R 27 ) 2019 455 3 1, 55 96 — 110 T,

(16) See FTC, Privacy Online: A Report to Congress 7 (1998) , http://www. ftc. gov/sites/ default/files/documents/ public_
events/ exploring — privacy — roundtable — series/priv — 23a_0. pdf, Fcir i/ [a) A [E] [ 2018 — 10 —08 ] .

(17) See Sears Holdings Mgmt. Corp. , F. T. C. Docket No. C —4264 (Aug.31, 2009).

(18) Decision and Order at IA, Sears Holdings Mgmt. Corp. , F. T. C. Docket No. C —4264 ( Aug.31, 2009).

(19] See FTC v. EchoMetrix, Inc. , No. CV10 =5516 (E.D.N. Y. Nov. 30, 2010).
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BB R SRR AN B W, SR RO o 1 R 2 2

15 2010 45 12 J i— it v, BRI B2 By 25 D125 LB ML 172 A9 2t & 5 dis e o s 7
HEZR, Tk — DG — M2 1 AR ER (DO NOT TRACK) " HLi 21 AR A ZALH], 24
P 3l 18 B RS ER T 9% AT A5 S I, 7 2 Ry 7 2t o SR 1 S — R A T 1 9 2 o TR AL
il T 2 AR 2 P AR 5 PR HE R AR o FAARR U, I 24 7 TH 9% 1O 0
i EICE R AMER Cookie BEE: | FRRF I 8 AL 16 2211 B 5 Al U5 1) 1) 194 3t , LA B Aff b 1 o
T4 28 15 A BB R ER s S B A PR AR R )47 220 BRI R 5 & 2 IA Oy, R BRER AL
AT BUA B T WG 28 19 Cookie B, PRIy B SHIE T E A L FBNFBE AR, HEe
FLEKG R AL B AR [n) Y Rzl | (23

B2 B 5 5 = M I BB AR BTk . B 5 22 51 23 B9 48 4E 2011 4F
A A TE E 2 Wk, SR B ™ A e it AR R 25800 F P R 5 AP HESE 0 45
SRECANHRER" AL 2 AESIFRRIH DT A ER, MO, o 282 it i —
S 22 B ARAR FE ako0 F P R A AR A T IR, (e A AR AR RE U

(=) %E

IR X T R 2% FH P 48 5 AR I REERI AR 22 . B 2009 4F 3, (i FFa ALt
AV ERT Cookie A FIABCE T IEARASHLE - FLAETE T 0 Ha i A& A 245 10 B i 8] ]
R E 05 B AT S BR J2 5m 3 D AEIE , #R U AR AR i R ) S i 1
& AR T A AR SCE N & IR 55 T2 . & 1] S SRR B AL B Hh e s A 5
29 S AR/ AR P IR R AL AU BT () R, R BEJE B R 22 270 2017 45 KRB
AR DL PEE AN B AR B Ab g ) NEN T ] Cookie S5H AR BRI .,
CHLFBRARLARBI) JELE T Z BRI 757 , R AE Ry T A 7 i 4 ()

AN KA W RE T FEIAG A VA HERE BRI . (AR B) 5 21 4550 1 FOHE,

(20) See FTC v. EchoMetiix, inc.”, No. CV10 -5516 (E.D.N.Y. Nov.30, 2010), pp. 16 —18.

(21] See FTC, Protecting Consumer Privacy in an Era of Rapid Change: A Proposed Framework for Businesses and Policy-
makers ( December 1, 2010) , http://www. ftc. gov/0s/2010/12/101201 privacyreport. pdf, f ¥1 37 [a] i5f [7] [ 2018 - 10
-08],

(22) FTC, Protecting Consumer Privacy in an Era of Rapid Change: A Proposed Framework for Businesses and Policymakers,
p. 66.

(23] FTC, Protecting Consumer Privacy in an Era of Rapid Change: A Proposed Framework for Businesses and Policymakers
p.67.

(24) See Shelton and Clinton J. McCord, How to Respond to Recent Developments in Consumer Information Regulation,
http://www. wildman. com/bulletin/3232011/, 3t v [A] B [E] [ 2018 — 11 —08 ]

(25) Privacy and Electronic Communications Directive 2009/136/EC, article 5 (3).

(26]) See Article 29 Working Party, Opinion 15/2011 on the Definition of Consent (WP 187) , pp. 32, 35, https://www. pd-
pjournals. com/docs/88081. pdf , F JT 15 ) if[A] [ 2018 =11 —11]

(27) XFHRFEFES I, See Eleni Kosta, Peeking into the Cookie Jar: The European Approach towards the Regulation of
Cookies, 21 International Journal of Law and Information Technology 4, 17 (2013).

(28] See Regulation on Privacy and Electronic Communications, https://ec. europa. eu/digital — single — market/en/news/
proposal — regulation — privacy — and — electronic — communications , 2 17 [A] 5 ] [ 2018 =12 - 08 ] ,

(29) (HLFBREASRHI) XTF Cookies FAHILE B2 B fa] it , 111 HLZESR Cookies FRIUH & R 1Y Jr 200 24 B (F 5, See Regula-

tion on Privacy and Electronic Communications, article 10.
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AL B T A AR I, LA AR X L8 2% AT A R Bt A 2 AR
Foxd™ L300 55 21 2555 2 OIS 3 Ak — B U 2 R O BB H A I AL BN N HE
B A AUBEIT s Sy 1 I8 B T AL AR S AS A KCHR , 4% FOR) FH 26 478 B A
FETH AR 5 SR BRSO T ERE  H A AL B AN RE N TS H AT AL
A NEE” BV ARG CA ) 5 21 ZR RO , L mT L A sl 5 ) ol e 4 15 4k A
NBIAT 905 B s TR AR BE AT [, 93l Y e 2K 035 sl 00T 2R A5 P A8 TRD R i LI 24
PRAEFH P2 A A R SO0 I 268 o st 0 R4 T 1o 5 5 PR HE RS

R 1995 4R 5E 19 CROls R4 18 2 ) (AR SCRIFRCHE2) ) 35 Hh, D A BE 48 92 4E
T E P P B RN O BdE A ) AR, — >l B 2R e — 1 RE
PR RE A1 B A, 5 1 T A 0 0 B 5 2 5 IR 8 B (AP A B DR (2
TPk SO A 2P E By 73 1T LU sl e U0 7 20 I 12 e B 2 AR A K 4
WA B A, 98t B0 R4 B0 A 8t T A J S A Bide 330 e 29 5 AR /N A I
XA KB A R o, ofs mT RE UM A BT 94T R AR AN A A B ) s )

CERBD BT (F82) o AR A K A9 7E B, O Bl S i e 22 i i (95 %) B
J7 T o (AU ER T IESHE ) BY5E SR S8k 4 B 2 ik B | ) EAR IR S5 5
B8 R N B w5 i L, CREBID) 2% SCRY TR BT A 4 His SO R B i A7 ]
AEG B 1 T Bk i sl ikt " AN, SR Tl DU R . B2 L8
B g B 44 A AR PR AE S A B e A A A T DAIE R B A, B At mT LA oy —
AU AR ARIEE NS e ml DL, PRI , BEAR BRSO B 4% 6 6 3 2l 2 Hdie
A= BTN RS

=\ 5 ROk HE

X HER AN SRR P S PR HERR 75 R T A 44 1T 0 (5 BN

(30)  BIAMEE AL BRARFEHIEIEM , A0 L EC AR 55 AORIRTE R, EA He )1 ) TF 22 2 R 5 ST A 3, 5l
SR TR AT R A K S IR B 5 21 AR5 1 K.

(31) CERMIVER 4 Flk— PR TR BORIRAL - ZE M RIS T2 AT A A5 — Usd v, 5 1 kA0 2 0T LAE 1Y
BRI 2155 PR BRI , LN 25 HoAt 5 B XA Tk, T A b 3 sl . 5 AR ) 465 21 ZR58 4 3K

(32) The Data Protection Directive 95/46, 2 (a).

(33] See Case C - 101/01, Lindqvist, EU;C;2003.596, par 27, Case C —92/09 and C -93/09, Volker und Markus
Schecke and Eifert, EU;C.:2010:662; Case C —468/10 and C 469/10, ASNEF, EU:C;2011.777, para.27.

(34) 5529 S LAE/INA LI UG IRDE A FEUE BUE R TGRS — AEE B 58 MG 5 =, B iR
M EE AT IR 5B, ASR A, See Article 29 Working Party, Opinion 4/2007 on the Concept of Personal Data’ ( WP
136) , https://www. clinicalstudydatarequest. com/Documents/Privacy — European — guidance. pdf, f% i 17 [11] it [A]
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[ Abstract] User profiling and personalized recommendation have become more and more
common in the network society and posed challenge to the protection of personal information.
An analysis shows that there are many irregularities in the collection ofusers’ anonymous be-
havior information. On the one hand, users’ anonymous behavior infokmation should be includ-
ed in the scope of personal information to ensure users’ ~wight'fo know or object profiling and
personalized recommendation. On the other hands, users \/ arionymous behavior information
should be treated differently from identified pershnal ihformation and be proteetédiby a special
mechanism. In the regulation of the-celigction and' use of information in user profiling and per-
sonalized recommendation, enterprisesishatld be required to assufie xmore governance responsi-
bilities to ensure the qualityani“security of users’ information. Ainthe stage of gathering the us-
er anonymous belialior inforfnation, enterprises shoulibevailowed to collect information with the
explicit consent oy’reasonable expectation of users; gt-the stage of information aggregation and
user profiling, they should be required to undertake corresponding data security obligations; and
at the stage of information utiliza®ion #nd “personalized recommendation, enterprises should be
required to pay attentiory to keleyant ethical norms and avoid using user sensitive information to
facilitate personalized recsmmendation. Generally speaking, enterprises should adopt a risk reg-
ulation path based on standards, rather than rules, and avoid applying the general legal frame-
work of personal information protection in the collection, aggregation and utilization of users’ a-

nonymous behavior information.
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