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(2] Jules Polonetsky & Omer Tene, Privacy and Big Data: Making Ends Meet, 66 Stan. L. Rev. Online 25, 26, 2013,
http : //www. stanfordlawreview. org/online/privacy-and-big-data/privacy-and-big-data.

(3] The World Economic Forum, Rethinking Personal Data: Trust and Context in User-Centred Data Ecosystems (2014 ),
http : //www3. weforum. org/docs/WEF_RethinkingPersonalData_TrustandContext_Report_2014. pdf.

(4] See, e.g., The White House, Consumer Data Privacy in a Networked World. A Framework for Protecting Privacy and
Promoting Innovation in the Global Digital Economy, J. of Priv. and Confidentiality 2, 95 - 142 (2012), http://www.
whitehouse. gov/sites/ default/files/privacy-final. pdf.

[ 5] See generally Daniel J. Solove, The Future of Reputation: Gossip, Rumor and Privacy on the Internet (2007), http://
docs. law. gwu. edu/facweb/dsolove/Future-of-Reputation/ text/ futureofreputation-ch1. pdf.

[6) fEGAN NS EBEP 2 e 25 B DA AR 45358 ( Department of Health, Education and Welfare ) F 1973 4F
P, o2 BRI B FRIE BB A MR . 1980 4E 45 & B A 1A LU (OECD) 4 IR A A A M5 B4
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F& 4 56 W B0 4T ST 35 AE 22 18 I 9 IRl 8% . See Organization for Economic Co-operation and Development, OECD
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980).
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{7) Susan Landau, Control use of data to protect privacy, 347:6221 Sci. Issue 504,506 (2015).

(8] Susan Landau, Control use of data to protect privacy, 347:6221 Sci. Issue 504,504 (2015).

(9] Omer Tene & Jules Polonetsky, Big Data for All; Privacy and User Control in the Age of Analytics, 11 Nw. J. Tech. &
Intell. Prop. 239, 256 (2013). See also Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, NELL-
CO Legal Scholarship Repository 2, http://lsr. nellco. org/cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp.

(10) Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, NELLCO Legal Scholarship Repository 2,

http : //lsr. nellco. org/ cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp.
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A CBAR R 8 2 )1 [ IHBL T, 2k 2258 10 A% 8 09 015 [ B 480 7 AR 25 IA o BROB

[11] See Fred H. Cate et al. , Data Protection Principles for the 21st Century: Revising the 1980 OECD Guidelines (2013) ,
http://op. bna. com/pl. nsf/id/dapn-9gyjvw/ $ File/Data-Protection-Principles-for-the-21st-Century. pdf.

(12) The World Economic Forum, Rethinking Personal Data: Trust and Context in User-Centred Data Ecosystems (2014 ),
http : //www3. weforum. org/docs/WEF_RethinkingPersonalData_TrustandContext_Report_2014. pdf, p.6 -7.

(13) TIra S. Rubinstein, Big Daia: The End of Privacy or a New Beginning? NELLCO Legal Scholarship Repository 2, http://
Isr. nellco. org/cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp,p. 6.

(14) Fred H. Cate et al., Data Protection Principles for the 21st Century: Revising the 1980 OECD Guidelines (2013) ,
http://op. bna. com/pl. nsf/id/dapn-9gyjvw/ $ File/Data-Protection-Principles-for-the-21st-Century. pdf, p. 9; The
World Economic Forum, Rethinking Personal Data: Trust and Context in User-Centred Data Ecosystems (2014 ),
http : //www3. weforum. org/docs/WEF_RethinkingPersonalData_TrustandContext_Report_2014. pdf; Carolyn Nguyen et
al. , A User-Centered Approach to the Data Dilemma: Context, Architecture, and Policy, in Digital Enlightenment Year-
book 2013 . The value of personal data (M. Hildebrandt et al. eds. , 2013 ).

(15] Gabriel Maldoff, The Risk-Based Approach in the GDPR : Interpretation and Implications, available at https://iapp. org/
media/pdf/resource_center/ GDPR_Study_Maldoff. pdf.

(16] European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of individuals with regard to the processing of personal data and on the free movement of such data, Directive 95/
46/EC (1995).

(17) See, e.g., Viviane Reding, The European Data Protection Framework for the Twenty-First Century, 2 Int’ I Data Priv.
L. 119 (2012).
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(18) Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, NELLCO Legal Scholarship Repository 2,
http ://lsr. nellco. org/cgi/ viewcontent. cgi? article = 1359 &context = nyu_plltwp.

(19) European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of individuals with regard to the processing of personal data and on the free movement of such data, Directive 95/
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[20] European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of such data, Directive
95/46/EC (1995), Article 2 (a).

(21) "5 5 E MU " 2 BRIE O B E A AR W, TR R B, 0O XU S 1 f9 B & 7 (risk-based approach)
B S R & (contextual approach) Z Uil % T T FH WA A M Y SRUK, N HE UL P B R, EHEHLY
SRR 5 T IS HIFR S, @A T T2 U AR

(22)  Administration Discussion Draft: Consumer Privacy Bill of Rights Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015 -discussion-draft. pdf.

(23) F.T.C., Protecting Consumer Privacy in an Era of Rapid Change: A Proposed Framework for Businesses and Policymak-
ers-Preliminary FTC Staff Report (2010) , http://www. ftc. gov/0s/2010/12/101201 privacyreport. pdf.

(24) The White House, Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting In-
novation in the Global Digital Economy, J. of Priv. and Confidentiality 2, 95 — 142 (2012), http://www. whitehouse.
gov/sites/default/files/privacy-final. pdf. See also F. T. C. , Protecting Consumer Privacy in an Era of Rapid Change:
Recommendations For Businesses and Policymakers (2012) , https://www. ftc. gov/reports/protecting-consumer-priva-
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(25) REGULATION (EU) OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the protection of individuals
with regard to the processing of personal data and on the free movement of such data ( General Data Protection Regula-
tion) , http://eur-lex. europa. eu/legal-content/ EN/TXT/PDF/? uri = CELEX :32016R0679 &from = EN.
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MENT AND OF THE COUNCIL on the protection of individuals with regard to the processing of personal data and on the
free movement of such data ( General Data Protection Regulation), http://eur-lex. europa. eu/legal-content/EN/TXT/
PDF/? uri = CELEX;32016R0679 &from = EN, Recitals (32).

(27) The World Economic Forum, Rethinking Personal Data: Trust and Context in User-Centred Data Ecosystems (2014 ),
http : //www3. weforum. org/docs/WEF_RethinkingPersonalData_TrustandContext_Report_2014. pdf,p. 4.
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[29] The World Economic Forum, Rethinking Personal Data: Trust and Context in User-Centred Data Ecosystems (2014 ),
http : //www3. weforum. org/docs/WEF_RethinkingPersonalData_TrustandContext_Report_2014. pdf.

(30) The White House, Consumer Data Privacy in a Networked World : A Framework for Protecting Privacy and Promoting In-
novation in the Global Digital Economy, J. of Priv. and Confidentiality 2, 95 - 142 (2012), http://www. whitehouse.
gov/sites/ default/files/privacy-final. pdf,p. 110.

(31) REGULATION (EU) OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the protection of individuals
with regard to the processing of personal data and on the free movement of such data ( General Data Protection Regula-
tion) , http://eur-lex. europa. eu/legal-content/EN/TXT/PDF/? uri = CELEX :32016R0679 &from = EN, recital (75).

(32)  Administration Discussion Draft: Consumer Privacy Bill of Righis Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf, ec.4(g).

(33) See, e.g., Information Commissioner’ s Office, Privacy Impact Assessment Handbook ( Version 2.0) , http://ico. org.
uk/pia_handbook_html_v2/files/PTAhandbook V2. pdf.
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(34) A SR H 25 WL 2= BT K 13218 . See e. g. Centre for Information Policy Leadership at Hunton &
Williams LLP, Protecting Privacy in a World of Big Daia, Paper 2: The Role of Risk Management ( DISCUSSION
DRAFT 16 February 2016) , https://www. informationpolicycentre. com/uploads/5/7/1/0/57104281/ protecting_priva-
cy_in_a_world_of_ big_data_paper_2_the_role_of_risk_management_16_february_2016. pdf. See also Christopher Kuner
et al, Risk management in data protection, International Data Privacy Law, Vol.5, No.2 (2015). % 2 WLk 4E 3 .
RGBS ik vy B ) X} 2 08 5 A A R 55 B E ) CRRBR B AT 18 ) 2016 4R55 4 ],

(35)  Administration Discussion Draft; Consumer Privacy Bill of Rights Act of 2015, The White House, http://www. white-

house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015 -discussion-draft. pdf.
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(37)  Administration Discussion Draft; Consumer Privacy Bill of Rights Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015 -discussion-draft. pdf, sec.4(a) (2) (A), sec. 4
(a)(2)(C), sec.4(b)(1)(D), sec.4(b)(2)(A),sec.4(n).

(38] See, e.g., Administration Discussion Draft: Consumer Privacy Bill of Righis Act of 2015, The White House, http://
www. whitehouse. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf, sec. 4 (b) (2)
(A).

(39] See e.g., European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the free movement of such data, Direc-
tive 95/46/EC (1995) ,art. 6(1) (b) ; See also See Organization for Economic Co-operation and Development, OECD
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980) ,at 14.

(40] See The White House, Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting
Innovation in the Global Digital Economy, J. of Priv. and Confidentiality 2, 95 — 142 (2012) , http://www. whitehouse.
gov/sites/default/files/privacy-final. pdf,art. 5(1) (b).
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SERET, I 2N TR BAR AR B SR IR S5, RIS E RRTE  JRAT IR B 55 K 4l A SR 55 LA R 5 —
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A5 2 £ B AR B 5 S B T TR AR R L B 6 R Y 3 R — B0 A bR ol R O B B R R R (R
F)YHRYEM N R P& HIRT & . See FTC Report of 2010, F. T. C. , Protecting Consumer Privacy in an Era of
Rapid Change: A Proposed Framework for Businesses and Policymakers-Preliminary FTC Staff Report (2010), http://
www. ftc. gov/0s/2010/12/101201 privacyreport. pdf,F. T. C. , Protecting Consumer Privacy in an Era of Rapid Change:
Recommendations For Businesses and Policymakers (2012) , https://www. ftc. gov/reports/protecting-consumer-priva-
cy-era-rapid-change-recommendations-businesses-policymakers, p. iv.

(42] See generally Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, 00569/13/EN, WP 203
(2013 ), http://ec. europa. eu/justice/data-protection/article-29/documentation/ opinion-recommendation/files/2013/
wp203_en. pdf.

(43) Commissioner Julie Brill, One Year Later: Privacy and Data Security in a World of Big Daia, the Internet of Things, and
Global Data Flows, Keynote Address Before the USCIB/BIAC/OECD Conference on “ Promoting Inclusive Growth in the
Digital Economy” , F.T. C. Protecting America’ s Consumers ( Mar. 10, 2015), https://www. ftc. gov/system/files/
documents/ public_statements/629691/150310uscibremarks. pdf.
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(44] Organization for Economic Co-operation and Development, OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data (1980) ,pp.7 —8; European Commission, Directive 95/46/EC of the European Parliament and
of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the
free movement of such data, Directive 95/46/EC (1995), art.6 —7.

(45) Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, NELLCO Legal Scholarship Repository 2,
http : //lsr. nellco. org/cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp, p. 5. See also Omer Tene & Jules Po-
lonetsky, Big Data for All; Privacy and User Control in the Age of Analytics, 11 Nw. J. Tech. & Intell. Prop. 239, 260
(2013).

(46) Omer Tene & Jules Polonetsky, Big Data for All; Privacy and User Control in the Age of Analytics, 11 Nw. J. Tech. &
Intell. Prop. 239, 260 (2013).

(47) European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of indiiduals with regard to the processing of personal data and on the free movement of such data, Directive 95/
46/EC (1995) ,sec. 104(b) ,art.6(c).

(48)  Administration Discussion Draft: Consumer Privacy Bill of Rights Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf, sec. 104 (b ), sec. 4 (n),
sec. 103(d).

(49) See, e.g., Neil M. Richards & Jonathan H. King, Three Paradoxes of Big Data, 66 Stan. L. Rev. 41 (2013), p.43.

(50)  Administration Discussion Drafi: Consumer Privacy Bill of Rights Act of 2015, The White House, at http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf,sec.4(e).

(51) [Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, NELLCO Legal Scholarship Repository 2,
http : //lsr. nellco. org/ cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp,p. 2.

[52) See Paul M. Schwartz, Privacy and Democracy in Cyberspace, 52 Vand. L. Rev. 1607, 1677 (1999).
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(53) Administration Discussion Draft: Consumer Privacy Bill of Righis Act of 2015, The White House, http://www. white-
house. gov/sites/ default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf,sec. 4(d).

(54) European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of individuals with regard to the processing of personal data and on the free movement of such data, Directive 95/
46/EC (1995), art. 12,14.

(55) Administration Discussion Draft; Consumer Privacy Bill of Rights Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015-discussion-draft. pdf,sec. 4 (d).

[56] See, e.g., Omer Tene & Jules Polonetsky, Big Data for All: Privacy and User Control in the Age of Analytics, 11 Nw.
J. Tech. & Intell. Prop. 239, 256 (2013).

(57) Ira S. Rubinstein, Big Data: The End of Privacy or a New Beginning? NELLCO Legal Scholarship Repository 2, http://
Isr. nellco. org/cgi/viewcontent. cgi? article = 1359 &context = nyu_plltwp, p. 2.

(58) Adminisiration Discussion Draft: Consumer Privacy Bill of Righis Act of 2015, The White House, http://www. white-
house. gov/sites/default/files/omb/legislative/letters/ cpbr-act-of-2015 -discussion-draft. pdf,sec. 103 (b) (1).
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[ Abstract] Big Data analytics promotes new business models while at the same time se-
riously challenging consumer’ s privacy. The current data protection framework, built on the
“notice-and-consent mechanism” , is faced with serious dilemmas mainly in the definition of
personal data, meaningful user control, data minimization, third party accountabilities, and
cross-border data transfer. Since this mechanism is ineffective in today’s world, there’s grow-
ing trend of finding alternative approaches. Contextual and risk-based approach has gained
worldwide recognition and been adopted in the Consumer Privacy Bill of Rights (CPBR) recently
released by the US and General Data Protection Regulation ( GDPR) approved by the EU. The
contextual approach establishes “reasonable in light of context” standard as new authorization
for data processing, which reflects the highly contextual nature of privacy and data protection.
Risk-based approach requires case-by-case privacy risk analysis and avoids unreasonable priva-
cy risk caused by data processing. But both the EU model and the US model fail to completely
solve current dilemmas because of certain drawbacks. On the basis of these two models, a re-
vised contextual and risk-based model is suggested that makes Privacy Risk Assessment an obli-
gation throughout data processing life cycle. Varying data protection obligations according to
privacy risk level while relaying on Privacy by Design, this new model aims to offer end-to-end

privacy risk control as well as higher transparency and user empowerment.
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