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[ Abstract] In the Internet era, more and more electronic data is stored overseas, thus
posing a great challenge to criminal evidence collection both at the techhical level and at the le-
gal level. Over the past several years, China has taken the unilateral riu¢ of empowering inves-
tigative organs to have access to overseas data by such meatis”as remote network inspection,
technical investigation and so on. However, this pracedural %ystem is inconsistent not only with
the Convention on Cybercrime and the domestid, iegigiation of some other ceutitries, but also
with the position taken by China’ s fereign-affairs departments and its eurrent‘\criminal judicial
assistance mechanism. Accoxding to the principle of state sovereighty and ideas of protection of
rights and control of investigailverpower in the network environieéant’; it’ s necessary to strictly
limit investigative ¢rgans’ power of cross-border accéss ta electronic data by unilateral means.
More specifically y'the norms on investigative procedyre with respect to cross-border remote ac-
cess to data can continue to authorize ofiling taking measures. Consent-based remote network in-
spection and search measures should b \specially designed, and search without consent by tech-
nical means should be incorporated into technical investigation measures and their application
should be strictly limited~On this basis, it is necessary for China to simplify the criminal judi-
cial assistance mechanism or respond to the practical evidence collection demands with cross-

border data disclosure, and take it as an alternative way of restricting cross-border remote access

to data.
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