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[ Abstract] One of the most important causes of the vagueness of criminal responsibili-
ties of ISPs in China is the absence of categorization of ISPs. The relevant laws in Germany and
EU distinguish four types of ISP, namely content providers, access providers, caching provid-
ers, and hosting providers. This mode of categorization not only provides four systematic and
definite types of ISP, but also strikes a balance between cyber security, freedom of information
and freedom of the media. The relevant laws in China still lack a reasonable, systematic and
definite mode of categorization of different types of ISP, which leads to the vagueness of corre-
sponding criminal responsibilities. China should learn from the successful experience of Germa-

ny and EU and use the Internet dogmatics to enrich its general legal framework.
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