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[ Abstract] Web crawlers are more and more commonly used in many fields of produc-
tion and life, but the criminal legal risks of data crimes also come with them. The core issue in
the determination of the boundary of criminal liability of web crawlers is the authorization for ob-
taining data. Different regulatory structures of data crimes not only directly affect the boundaries
of criminal liability for data crawling, but also limit the path to the determination of the authori-
zation issue. The data crime provisions in the criminal laws of China and the United States have
both adopted a relatively broad expression, so it is of great value to analyze the paradigms for
determining the authorization issue in the United States. Regarding the determination of “no au-
thorization” or “exceeding authorization” in data crimes, there exist different paradigms in A-
merican jurisprudence, such as the agency paradigm, the contract paradigm, the revocation
paradigm and the code paradigm. The criteria of contractual rights and those of technical barri-
ers represented by the above paradigms have their own advantages and disadvantages. The two
sets of criteria are not mutually exclusive but should be in a complementary relationship with
each other. To determine the criminal liability of web_ crawlers; we should first analyze the data
ownership with scenario-based and typological thinking. However, the ownership of data rights
in network platforms is highly controversial andidiscussion about this crucial issue is lacking in
the current analysis of the criminal liability of web crawleiss Specifically, personal data should
be distinguished from platform*coritrol data, and the data tights of individuals, platforms, and
the public should be as¢eitained in light of different situations. On this basis, the violation of
contractual rights lays the foundation, for the illegality of data crawling. The form of the contract
should be limited and the Rohcts fxelusion Protocol plays an important role in this respect. The
breakthrough of technical barriers further enhances and confirms criminal illegality, thereby lim-
iting the excessive expansion of punishment. The identification of technical barriers should not
be too strict. Anti-crawler measures can be classified into this category and the balance between
multiple interests such as enterprise data rights and platform operation mode should be taken in-
to proper consideration. Through the combined criteria of contractual rights and technical barri-
ers, data crawling behaviors that seriously violate data rights can be distinguished from daily
misbehavior and minor infringements. In this way, data rights are fully protected and the last-
resort nature of criminal law is maintained. The determination of the criminal liability of web
crawlers requires us not only to carry out comparative research by taking relevant paradigms of
data authorization as reference but also to carefully observe the reality of the Internet economy
and the internal logic of the platform business model in the context of localization. Only in this
way can we propose theoretical solutions to the problems relating to controversial data processing

behaviors that truly suit China’ s national conditions.
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