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[72) See Information Commissioner’ s Opinion, The Use of Live Facial Recognition Technology by Law Enforcement in Public
Places (31 October 2019) , pp. 11-12.
[73) See The Article 29 Working Party, Opinion on the Law Enforcement Directive ( November 2017).
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The Proportionality of the Acquisition of Communication Record Data

[ Abstract] The acquisition of communication record data is an important system for
fighting crimes and governing society. Relevant legal regulatory frameworks have been continu-
ously introduced and updated in various jurisdictions. At the current stage, the system of acqui-
sition communication record data should develop from the formal rule of law to the substantive
rule of law. The current framework of communication privacy analysis is built on the simple,
static and binary communication data structure, but its theoretical assumption of the third-party
rule - the user data in the non-content data is actively provided by the user and the traffic data
is retained in the third party after the termination of the communication process and is in a semi-
public state while the content data, on the other hand, touches directly on the secret content of
communications, but is often stored on the user’ s own terminal - is increasingly difficult to es-
tablish in the increasingly complex modern information technology environment. The traditional
distinction between legal protections based on content data and those based on non-content data
is increasingly incompatible with the generation, exchange‘and storage of user data and traffic
data in the operation of modern communication techuology, and increasingly deviates from the
legitimate expectation of personal privacy and personal information<totection in modern commu-
nication, constituting an unreasonable|distinction between_the fortas and types of communication
data. In the future, a unified-and-standardized legal frathework needs to be established to match
the hierarchical data-adquisition measures for. thesimplementation of the substantive rule of law.
The complex dynamic and multivariate, classification and hierarchical structure of communication
data provide a practical alternative\io)the traditional privacy analysis, that is, the multi-hierar-
chy of the degree of rights inigrvention corresponds to the multi-hierarchy of the necessity of
rights intervention. The scheme is flexible enough to adapt to rapidly evolving communication
technologies. The classification of communication data can be summarized as a transparent and
consistent three-level framework based on the specific classification of communication data. At
the first level is general communication data; at the second level is important communication da-
ta; and at the third level is core communication data. Principled pragmatism takes into full con-
sideration the gravity of possible harm, the possibility of harm and the urgency of harm. At the
first layer are general harm and threat; at the second layer are serious harm and threat that
should be punished by criminal law; and at the third level are extreme social harm and threat.
Through the three levels of the degree of rights intervention corresponding to the three levels of
the necessity of rights intervention, we can draw many meaningful conclusions. The acquisition
of communications data must reflect the legitimate expectations of modern citizens of the right to
privacy and the protection of personal information, help rebuild trust between the government

and the people, and create a more connected future for human society.
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