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(6) See Joyce v Sunland Waterfront (BVI) Ltd [2011] FCAFC 95.
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Y E PR 252
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(11) Gucci Am., Inc. v. Weixing Li, 135 F. Supp. 3d 87 (S. D. N.Y.2015).

[12) Hof van Cassatie [ Court of Cassation ], Dec. 1, 2015, Nr. P.13.2082. N (Belg. ).

(13) See The Sedona Conference, The Sedona Conference Commentary on Rule 34 and Rule 45 “Possession, Custody, or
Control” , 25 The Sedona Conference Journal 1,18 (2024 ).

- 204 -



Bt 5 ) BUE AR R o SEBCHRAE TR Ib RO BB A SR B

e AR, AR w R ) R A2 A 3 SCHUB A s U4 58 — ) 2% e 55 $2 1t
R SR AR R, 1k Be AT 38 FF A Bl 2D 05D (B4, 27 BE2 w628 B 4G 58
PRI, WL B R e EABE T8 ST vl Bds iy il a8 U0 RS2 PRaE
TIFRUE B PIE DL DG B TO 5 5 I 46 il 55 P ik R S 7R EA S AURIAR I, G
SR W28 e 55 S (A AT 2 PR AR ) ARAT PR AL OC B R E AL OCEOR B , B D s . %
TAEEE 5 5 BGIE H A T BEHEIR O 25 ik 55 i it S PR aa il BE 0 1978 1, 38 KR K [m]
VR O AR S BRI HE S SEBRRE IR HERLE A 96 EIBCHR AR = B Rk BEAE
Gerling Int’ 1 Ins. Co. v. Comm’ r Gerling Int’1 Ins. Co. &+ F 5K, WK 2 mIEMCHE A,
BTl 55 75 AT ARG 2 HE N B w0 S0 B A At 1A wl AR AL U7 )
BEF0 R Z DI 55 0 &R 520 @ T X 24 /2 PRRg iR, s, SERIBCR A 1Y 58\
SL S R ] YR Bt S RS A 2 AUR] S 52 PRAE ) R BR 18

AR A ) R BEPEHA56 173 Beth XE5E 18 47482847 i« A s #3617 7
DAL H s RS, 2% e 55 2 AR5 o A s il ) BB AN (A 5 L S o5 A R 88
FEEHAE RN AR BEE P UL (AT R AT 2 247 ) of 42 o ) A e AN IS A0 48 2 o5 A
B , WAL B XL BRRE I E =, (KA EITEH MR A L) 5 27 5055 T (i ik
N PI)HE 18 Sf, DRI  JHORT D00 268 il 55 H18 (46 387 4 ALt e 15 o A A [ 110 122 %

= SERRACHE B A R GG R B

ANETTR I B A ] 2 B AR iy 552k B0 R SSOBCUE A AR B R RICR: , (B3 1 5 R
s L] oA 12 B X e 37 125 ) O ke B e 58 VA SRR , B & 49 s Tl 7 A 2 AR S
JZ ) 5

(—) BB H) A BAEFER 5] R 2B AUF R

Kes EACh SR TG P B OIS | A A% O T, T R A S0 Al ) EE 452
BJGEATT RS FAURE RS

1. #iR ENHEE B R B LUEBIESNEE A

I Ay 2 S 3t DA TR RS30 TEAS 2 A 8 AN 28 s T g S i 5 3 ) X 0k ) 42 o)
R HEAbAE: 5 C00 T PG 5 a4 b 32 S0 B I 32 5k Rt i) e R R SO A T M A R A

(14) See In re Grand Jury Proceedings Bank of Nova Scotia, 740 F.2d 817 (11th Cir. 1984).

[15) See Johnathan D. Jordan, Out of Control Federal Subpoenas; When Does a Nonparty Subsidiary Have Control of Docu-
ments Possessed by a Foreign Parent, 68 Baylor Law Review 189, 199 (2016).

(16] See Justin Hemmings, Sreenidhi Srinivasan & Peter Swire, Defining the Scope of “Possession, Custody, or Control” for
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[20) See Jennifer Daskal, The Un-territoriality of Data, 125 Yale Law Journal 326 (2015).

[21) See Jennifer Daskal, Borders and Bits, 71 Vanderbilt Law Review 179, 221 (2018).
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The Data Controller Forensic Model: Practice Contradictions,

Theoretical Reflections and Coping

[ Abstract| In the era of big data, state authorities increasingly rely on the data control-
ler forensic model to achieve rapid data acquisition. Data sovereignty demonstrates varying de-
grees of territoriality at the physical, logical, and content layers of cyberspace, and the theory
of “data exceptionalism” is insufficient to overturn the rules of extraterritorial enforcement juris-
diction. The unilateral enforcement of the data controller forensic model continues to infringe
upon the data sovereignty of countries in which data is stored. Furthermore, blocking statutes in
most scenarios fail to receive judicial recognition in both civil and criminal cases. This places
internet service providers in a compliance dilemma when confronted with the data controller fo-
rensic model. Under the layered architecture of cyberspace, data sovereignty can be achieved
through multidimensional division and functional combination to enable scenario-based applica-
bility. The conceptual framework of data sovereignty can be delineated into Westphalian data
sovereignty , domestic data sovereignty, interdependent data sovereignty, and international legal
data sovereignty. Given the pronounced territoriafity-of physical layer of ‘cyberspace, application
of data sovereignty does not differ from traditional sovereignty, and\cross-border digital evidence
acquisition must comply with mutialjlegal assistance procedutes. However, within the content
layer of cyberspace, in eonjunction with procedutalism and data classification hierarchies,
states may voluntarily cede aspects of Westphaliari 'and domestic data sovereignty to strengthen
interdependent data sovereignty. China\'s)purely defensive posture toward the data controller fo-
rensic model has proven ineffectivé ; necessitating urgent development of a comprehensive Chi-
nese approach that incorporates both defensive and proactive elements. On the one hand, given
fundamental distinctions between civil and criminal proceedings, security assessments for out-
bound data transfer should be calibrated accordingly. China must establish a dedicated security
assessment protocol for outbound data transfer of civil cases, with potential exemptions for inter-
net service providers under defined conditions. In criminal matters, China could simplify review
criteria for security assessments based on formal criminal judicial assistance requests. Regarding
applications predicated on the data controller forensic model, Chinese legislation must align it-
self with international treaties while adhering to principles of necessity and purpose limitation,
contingent upon requesting nations implementing adequate security measures. On the other
hand, to mitigate pressures faced by internet service providers, Chinese legislation must articu-
late more explicitly the support mechanisms available to them, and supplement such mecha-

nisms with exemptions and countermeasures to promote the implementation of blocking statutes.

(THERBE. R )
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