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The Right-Obligation Relationship Between

Data Providers and Data Processors

[ Abstract| Data originators and data processors are the two primary entities among vari-
ous participants in data generation, and the relationship of rights and obligations between them
forms the logical starting point for data property rights allocation. In the discussion on this rela-
tionship, emphasis should be laid on the duality of “ius in data/right over data” and “ius in
personam/right against person”. Current academic discussions on data originators’ rights only
focus on their “rights against person” , such as the right to access and the right to copy/trans-
fer, while ignoring the content of their “rights over data”. In contrast, academic discussions on
data processors’ rights only focus on their “rights over data” , but overlook the obligations that
data processors owe to data originators. A data originator refers to a subject that does not direct-
ly engage in data processing activities during the data generation process but facilitates the e-
mergence of data from non-existence through active behaviors. Such a subject typically provides
necessary materials and resources for data collection and_generation by means of digital labor,
behavioral activities, or information provision. From a ¢gmparative law perspective, the propo-
sition that the rights and obligations between dath“Griginators and data\processors should be de-
fined as private law rights and obligatiens is generally supparted.> From the perspective of
rights, data originators include thireg~types of entities; fiist,individual users of online plat-
forms ; second, store merchaiits settled on online-platforms ; and third, users of loT devices. For
example , when a user purchases a smartwatch and authorizes the operator to collect and store lo-
cation records, health data, etc., thésa‘data are generated based on the user’s personal activi-
ties, making the user a data originator. Data originators enjoy “rights over data” , including the
right to possess, use, benefit from, and dispose of original data and operational data, which are
their first-order rights. Meanwhile, they can also claim from data processors “rights against per-
son” , including the rights to access, copy, or transfer data, as second-order rights. Data pro-
cessors achieve the configurational allocation of rights for various data utilization scenarios
through the separation of three rights; possession, use, and operation, enabling data control in
different dimensions, and reconcile rights conflicts in internal relationships under a parallel pos-
session framework. From the perspective of obligations, data processors owe assistance, protec-
tion, and restraint obligations to data originators. Meanwhile, data originators and data proces-
sors mutually bear obligations of non-destruction and non-malicious competition. As interde-
pendent private law subjects under the data property rights system, data originators and data
processors are incorporated into a set of data property rights relationships due to their respective
contributions in the process of data integration and co-generation, forming a composite frame-

work combining rights over data and rights against person.
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