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The Determination of the Situation of “for Lawful Business Activities” in

the Crime of Infringement on Citizens’ Personal Information

[ Abstract] Article 6 Paragraph 1 of the Interpretation of the Supreme People’s Court
and the Supreme People’ s Procuratorate on Several Issues Concerning the Application of Law in
the Handling of Criminal Cases of Infringing on Citizens’ Personal Information (the “Interpre-
tation” ) establishes specialized rules for conviction and sentencing in cases of unlawful acquisi-
tion of general personal information “for lawful business activities”. It’ s necessary to reasona-
bly determine the systematic positioning of “for lawful business activities”. “Serious circum-
stance” is an element of the constitution of the crime of infringing on citizens’ personal informa-
tion. “For lawful business activities” , which means that the possibility of infringement on legal
interests such as personal safety or property rights resulting from the infringement on personal in-
formation is relatively low, should be regarded as an element of unlawfulness for the crime. Re-
garding the normative application of “for lawful business aclivities” , if the business operations
of the accused do not violate state regulations, the-dere fact of being imposed administrative
penalties or other sanctions during business aciivities‘alone shall not be deemed sufficient to ne-
gate the “lawful business activities” défense. The burden of proof should be jointly borne by the
prosecuting authorities and the aécused.”1f the evidence~is insufticient, the case should be adju-
dicated in accordance with genéfal sentencing rulés) Even relatively public personal information
can be the object of the’crime of infringing on, personal information, whereas completely public

varded as such a protected object. If a piece of ( particular-

Y

personal information should not be i€
ly) sensitive personal information,'is purchased for legitimate business purposes without criminal
intent such as illegal sale or provision, the act should not be construed as unlawful acquisition of
(particularly) sensitive personal information for lawful business operations. Only when the a-
mount of profit reasonably reflects the degree of infringement on legal interests can the purchase
serve as the basis for conviction and sentencing. Where the illegal gains cannot be effectively
distinguished and yet must serve as the sole basis for conviction, the principle of net profit
should preferably apply. The phrase “having been penalized for. . . ” under “for lawful business
activities” should be interpreted as having been penalized for a conduct constituting the crime of
infringing on personal information, or having received administrative penalties within two years
for such a conduct. Under such circumstances, one can be found guilty of the crime of infrin-
ging upon personal information only if his act of illegally purchasing or receiving such informa-
tion reaches the threshold of criminal punishability. As a whole, facts with a similar degree of
seriousness should be regarded as “other serious circumstances” stipulated in Article 6 of the

Interpretation in accordance with the principle of ejusdem generts.
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