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[30) See Theodore Christakis, European Digital Sovereignty, Data Protection, and the Push toward Data Localization, in Anu-
pam Chander & Haochen Sun (eds) , Data Sovereignty: From the Digital Silk Road to the Return of the State, Oxford U-
niversity Press, 2023, p. 375.

(31) S UL  CBa A M ARSI Y 52 2 MU T B 5T ) , CRBRIEARITI8) 2018 4F45 2 5, % 180181 UL,

(32)  (MIZELak) 5 37 45, (D AR RARIIE) HF 36 45 5 40 2%,

[33) See John Selby, Data Localization Law: Trade Barriers or Legitimate Responses to Cybersecurity Risks, or Both? , 25 In-
ternational Journal of Law and Information Technology 213, 215-216 (2017).

(34) TFederal Acquisition Regulation, § 39.X02-2 (b) (1) (2023 435 [ [H B S350 I 148U A B # B A ik 553K, &
Ui proposed by the Defense Department, the General Service Administration, and the National Aeronautics and Space
Administration on 10/03/2003, https://www. federalregister. gov/d/2023-21327/p-241, HiLiJilAliF[A] [ 2025-07 -
14]) ; Defense Federal Acquisition Regulation Supplement, § 239. 7062-2.
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[35) See Protecting Americans’ Data from Foreign Adversaries Act (“PADFA” ), H. R. 815, 118th Cong. Div. I (2024) ;
Executive Order on Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Government-Related
Data by Countries of Concern, Exec. Order No. 14,117, 89 Fed. Reg. 15421 (2024 ) ; Preventing Access to U. S. Sensi-
tive Personal Data and Government-Related Data by Countries of Concern or Covered Persons, 2024-31486 (90 FR
1636) (2025).

(36) (R TBIRA ABE IR IE) 45 12 2558 10 3K,

(37) (BIRESHRUE) 5 3.4.5.6.8 %,

(38) S Dbty (A N ECE I 35 A2 i 1) IR B b o —— L DU A | R e 4 3 S 3Kk, (BRI ST ) 2021 4R 4 4,
55 91-92 1T,

(39) See Maria Vasquez Callo-Muller, From APEC to Global: the Establishment of the Global CBPR Forum, 20 Global Trade
and Customs Journal 130, 130-143 (2025).
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[40] Case C—362/14 Schrems v Data Protection Commissioner, ECLI:EU:C;2015.:650; Case C-311/18 Data Protection
Commissioner v Facebook Ireland Ltd and Maximillian Schrems, ECLI;EU . C;2020:559.

(41) See Duncan McCann, Oliver Patel & Javier Ruiz, The Cost of Data Inadequacy, 2020, pp. 9-12, https://neweconom-
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Contestation and Theoretical Reconstruction of Data Sovereignty

[ Abstract] With the development of digital technology, data sovereignty has become a
focal point in international data governance. Data sovereignty refers to a state’ s legislative, en-
forcement , and adjudicative authority over data, showing an extension of state sovereignty in the
digital realm, and providing a theoretical foundation for effective global data governance. How-
ever, the theory of data sovereignty remains underdeveloped, leading to numerous disputes and
conflicts in its practical application. This paper seeks to propose a new theoretical framework for
data sovereignty, aiming to offer insights into and potential solutions to the problems in global
data governance cooperation. It first analyzes four implementation principles of data sovereign-
ty: the data location principle, the effects principle, the place-of-act principle, and the data
controller principle, emphasizing territoriality, influence, behavioral control, and the jurisdic-
tion of the controller, respectively. However, all these principles face challenges posed by the
intangible , fluid, and distributed nature of data, resulting in jurisdictional conflicts and legal o-
verlaps among states. Furthermore, conflicts frequently ‘axise among nations when applying the
two major mechanisms for data sovereignty implementation; data localization and cross-border
data governance. These conflicts do not stem solely from differencéestn ‘technical approaches or
regulatory methods but are rooted insthe lack of international ‘consensus on the principle of data
sovereignty attribution and the bouridaries of its application. The traditional theory of sovereignty
is insufficiently adaptable when dealing withthe nen-materiality and fluidity of data. Due to the
lack of a solid theoretical foundation for\data’sovereignty, frequent conflicts arise in cross-border
data governance. Therefore, it is uigent to systematically restructure the basic categories, attri-
bution logic and exercise boundaries of data sovereignty at the theoretical level, and establish an
explanatory framework that conforms to the characteristics of the digital age. Based on the
state’ s sovereignty over intangible assets and its obligation to protect data subjects and public
interests, the principle for implementing data sovereignty should be determined, which centered
on reasonable connection and state duty of protection to determine the attribution of sovereignty
and the priority of governance over specific data. This principle can not only counter the undue
expansion of extraterritorial jurisdiction, but also establish clear boundaries of responsibility for
international cooperation and cross-border data flows, thus providing theoretical support for the
construction of a global governance framework that balances sovereignty protection with the free

flow of data.
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