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The Rule-of-Law Risks of Digital Empowerment in

Government Regulation and Responses Thereto

[ Abstract |  Digital techniques empowering government regulation have given rise to
some rule-of-law risks: the collection and sharing of personal information by government depart-
ments pose threats to personal information rights and interests; the omission of legal procedures
by the automation processing and communication barriers between the authority and the persons
involved brought about by the automation technology lead to the neglect of procedural rights of
the persons involved; and the algorithms underpinning digital administration may infringe upon
the rights of concerned persons unjustifiably. In response to these risks, it is essential to adhere
to the principles of the rule of law, especially the principle of public participation, the principle
of due process, and the principle of proportionality, to introduce the idea of design-based rule of
law, and to emphasize the regulation by organic law and procedural law. Therefore, the follow-
ing measures should be adopted to address the risks in the.aspect of rule of law associated with
digital empowerment in government regulation; the colfection of information by government de-
partments should comply with the principlelptiproportionality, while also meeting the require-
ments of design-based rule of law and being carried out through, certain organizations and proce-
dures; the sharing of informationyby government departzeits should strictly conform to the prin-
ciple of purpose limitation~and’ the principle_ of |preportionality. Automation systems applied in
the governmental regulation should inforin the concerned persons of their procedural rights, re-
serve procedural junctures for hedrivig)their opinions, and ensure the respect for their procedural
rights, such as the right to heSviformed, the right of statement, the right of defense, and the
right of hearing. As far as the algorithms underpinning digital administration are concerned,
firstly, measures should be taken to limit the expansion of automated decision-making based up-
on algorithms, to grant concerned persons the right to refuse such decisions to a certain degree,
and to ensure that the algorithmic decision-making is used only when necessary. Secondly, the
accuracy of algorithms should be ensured through techniques of auditing verification, testing,
and manual checks. Thirdly, discrimination inherent in algorithms should be prevented and e-
liminated through early warning systems, assessments, rules of processing, and post-decision
detection. Fourthly, to break the “black box” of algorithms, attention should be paid to making
employed algorithms public, explaining to parties the algorithms based on which decisions are

made in individual cases, and utilizing the technique of audit trails as well.
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