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(34) CUI Categories, https://www. archives. gov/ cui/registry/ category — list, U. S. National Archives and Records Adminis-
tration , fi T i [A) A A] [ 2020 — 12 =157

(35) 32 C.F.R. §2002.12.

(36) 32 C.F.R. §2002.20 (b). CUI Marking Handbook, Version 1.1, December 6, 2016, https://www. archives. gov/
files/ cui/documents/20161206 — cui — marking — handbook — vl —1 =20190524. pdf, f i 5[] B [E] [ 2020 - 12 -15]

(37) 32 C.F.R. §2002.20 (a) (8).

(38) 32 C.F.R. §2002.20 (a) (6).

(39) 32 C.F.R. §2002.54, §2002.56.
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(40) 32 C.F.R. §2002.14 (a) (b) (c).

(41) 32 C.F.R. §2002.14 (h).

(42) 32 C.F.R. §2002.16 (a).

(43) 32 C.F.R. §2002.18 (b) (¢) ().

(44)  Foreign Investment Risk Review Modernization Act of 2018 (FIRRMA) , Pub. L. No. 115 =232, 132 Stat. 2173.
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(45) FIRRMA, §1703 (a) (4).

(46) Foreign Investment and National Security Act of 2007 ( FINSA), Pub. L. No. 110 =49, § 2 (a) (3), 121 Stat. 246.
(47)  Provisions Pertaining to Certain Investments in the United States By Foreign Persons, 31 C. F. R. Part 800.

(48) Critical Technologies, Critical Infrastructure, Sensitive Personal Data, 31 C. F. R. § 800.248.

(49) FIRRMA, §1703 (a) (4) (D); 31 C.F.R. §800.211.

(50) FIRRMA, §1702 (c¢) (5).

(51) 31 C.F.R. §800.226.

(52) 31 C.F.R. §800.241 (a) (1) (i), (a) (2).
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(53) 31 C.F.R. §800.241 (a) (1) (i).

(54) FIRRMA, §1703 (a) (3). 248 02, XA R EIFA R TG 2 HRAL

(55) Order Regarding the Acquisition of Stay NTouch, Inc. by Beijing Shiji Information Technology Co., Ltd., Federal Regis-
ter, Vol. 85, No.47, March 10, 2020, pp. 13719 - 13721.
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(57) U.S. Department of Homeland Security, Risk Management Fundamentals, April 2011, p.23, https://www. dhs. gov/
sites/ default/files/ publications/rma — risk — management — fundamentals. pdf, fz ¥T /7 [A] i} [6] [ 2020 - 12 =25 ] ,

(58) FRMEEZFRHECCB/T 25069-2010 {5 B2 AR AIE) 9 2. 3. 26 46 FR KUK " FH5E Ny e LIP3 it 2 )5 175
SRAFAE IR

(59)  BR THTBAX AL AR w17 AT 4, 2020 4F 8 ), S8 W B Ge ke B R AT B A%, 25 1A T4k 5 WeChat Fl
TikTok YEAT5E 5 , Bih 2 —7E T WeChat #1 TikTok 4 Al GE1ESE [ AR AL A 15 Bl 55 45, 5 36 [ 9 [E X
%4>, Executive Order 13943 . Addressing the Threat Posed by WeChat, and Taking Additional Steps To Address the
National Emergency With Respect to the Information and Communications Technology and Services Supply Chain, Execu-
tive Order 13942 ;. Addressing the Threat Posed by TikTok, and Taking Additional Steps To Address the National Emer-
gency With Respect to the Information and Communications Technology and Services Supply Chain, Federal Register,
Vol. 85, No. 155, pp.48637 —48643.
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(60)  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of Natural
Persons with regard to the Processing of Personal Data and on the Free Movement of such Data, and Repealing Directive
95/46/EC ( General Data Protection Regulation) , Art.22, OJ L 119, 4.5.2016, p. 46.
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[ Abstract] The large-scale flow, aggregation and analysis of data in the era of digital e-
conomy have posed new risks and chailenges that can no longer be addressed by traditional para-
digms of information security and,cyber-security and, as-a result, a new paradigm is urgently
needed to ensure data security. This article proposes a new data security paradigm centered on
data security risk management; apart irom confidentiality, integrity and availability of data se-
curity per se, this paradigm also tiies to ensure the controllability and legitimacy of the security
of data utilization. With respect to legislation on data security, China should carry out systemat-
ic design of data security legal system from the perspective of national security, construct the
data security safeguard system by focusing on data security risk management, and control na-
tional security risk by taking important data protection as the core. In particular, the national
data security management system should take important data as the key link, establish important
data identification system, provide for data security protection obligations of important data pro-
cessors, incorporate important data security review into the cyber-security review system, and

establish the regulatory system for the trans fer of important data out of the country.
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