ERETHY

B 52 4 20E 5 B i sl i [ 56

|

NERE: S BT F R MES IR TG WAZ AR KBS FHEH LT LA E
LHEFBRALERHE, RE(HEZLH(EL))AAREKEZL A HAFIR
W7 A5 R B IR VR A AR N BB AR B AR A TR R AT )
MR E R AR E B AR, AAHRMIESERET FROE SIS TEF %,
L, B B RS S MR R AR T R R BRI, A AT AR RES A A
TR RN BT, BRI BRI F R RIS E A (R R TR RER) 2
ARSI, RIE R (ELH_BETHEAETZRETE) AR E HADG
R RFeR G R, EREABROGT Y RETA T EE2H8BE T FHARSETE
B, BB TR B ARYE B RSB, A B A K B B R AR R EAL R

FEEER BB RERLS FERMRIC HIEAR

W, M2 B R iRl 4.

O — G IR . AN NBEFAT R A, DT B 53 2 380 B A M, A
TLTERIM 24 T AEBEE T AL BRI 456 B, ik BOA MRS OB RER BR 5 B 3 —
ORI 2 22 B (B B RN BE v o ) TE R AN S T, 3k P e R i ik
BRI & A5 s B AR 5 2 — 8 CR 22 ek (B 52) ) A e Lt o TS K8 25 35 3 3l )
B ZIRT CROR 2 Atk (R 58) ) 55 10 ST EE I B B 1 K0 22 & A i iS5 sl
AEEA SN, TR (R 46 22 4x ik ) 5 12 2% M5 BAHGE A A i sh” B E R UL
HR2, Gy BRAZR K — JEUU 7 E0RE A ug %) 3 5 1 R A (4 R die 25 52 At sl i J5E 7 SRS ] 52
TH SRR BRI 7 AR SO 7 2 B A [ SERR R A 5 R, [k LE )L, Oy
W, AR SCEF— T3 ) A R 5 35 TR 50 1) A SR A0 S TR e o o ] P AL ) £ 4 e
BUBEAT 41805 20 30 20 K R AT AR S Bk S U 4% i 1 el U sl AR S R a0 )

(1) B TARSCH bl [ L, 2% T 345 iR R A28 57 , AR SO 15 87 F0 B ” A in X4y, ELBR T 74 5 87 i
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Ken s S sh i A AR

—  BREE S Eh  FE AR A 5 e BRSO B

F 1980 4E28 3% G F 5 K R S B AL DRI A0S N B dli 15 45 0 8 46 B ) ( Guidelines on
the Protection of Privacy and Transborder Flows of Personal Data ) ¥ “ £l 8 57 s 99 A 2=
BB , BEA 1 55 0 s o 5 e A BT, B8 85 5t sl 48 S iR a sl g 22 s
2017 4F  FEATK 64 A~ F A M, X ECHE 25 5 sl LARR 1 E K 23k 90% L2 2y
T BRI B A A B R, A e NTHE BRI B T S R A TR AR

(=) BIFEZFAF Y RARH

R B B Bl AR TE— 1 N AR R T RS B SR A 5 N A RA A E A AL
TIHLORTEI A7 A T CAFR A3 ) 7 L3 SR sh Iy 1y i 5, HonT 43 < 5 B i
H A BB A B AT AT 23 AA FE R B AR R R A AU LG B 5 Ak
B AR SR -

x1 HIEBERES

) 0T amamx
BERN X HRAS —

T Bl ABE” 1935t B 208 AR B 0 — [ Z A Al BOH A FA N ZH 2%
SN BB b o IR S, AR T PR B e o 5 B A R I A R A
B PR o SRS b MBIV i PR R G AG A 1] [ PR JC 2R Ll TR AY T I, A T2
FOARREE A B IR R A B A, DS [ ) Y RE o ] S ok P4 R T 5K
R A BOAE B AR E WA ) 1972 4 G B B SCHA O E R B B
T, T RECH Y BN e SCA A A TR TRl T #1048 3 5N & 55 ) ( Declaration
of Guiding Principles on the Use of Satellite Broadcasting for the Free Flow of Information, the
Spread of Education and Greater Cultural Exchange) 55 6 54N T EHZEZ XM MAEENEN B
FIRER . FEPRALIB (21 ) 55 180 181 BN T - £5 i 5% AT B8 T B K & 42 i
Bkt it 28 JE Rk e BOA 45 AR B F A L LA 45 1 A% 088 BT LAY . — [0 Bl A
57 RV AR TEERZ 2 S0 2 LR RGN R BB SR E L) e Sk

(2] See Martina F. Ferracane, Restrictions on Cross-Border Data Flows: A Taxonomy, ECIPE Working Paper, No. 1, 2017, p.2.

(3) UNCTC, Transnational Corporations and Transborder Data flows, 1984. %5518 19 /2, 3% B A “ B " AN A4E i 15
B, BMAE— B8 A5 A8 AHATE A i Bl o

(4] ZUW[RINY - EERE (A5 A 2B B A BT [ AT B , BRI, b [ 35 R
At 2008 4ER, 55 6 — 13 T,

(51 BIAHER (f5BHA S ERIES) , (hAREY:)2015 4555 2 1, 5 505 - 522 T

(6] See Gong Wenxiang, Information Sovereignty Reviewed, Vol. 14 (1), Intercultural Communication Studies, 119 —135 (2005).
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Z TR S I AN T At 5 Al [ 2 AR 5, 2000 48k 57 A0KE ) it 410 32 ZE 4 s
R R B B A I A LT

FEBAE B B b I GRS P AR Ik o — 1 35 PN P R At S O Al s
b FA NZH LU FR A R, AT 255 BB 15 PR Bl A AL ( data locali-
zation) , {H X FhiFEE AT BEZ0E 1 I D T B R HY 22 590 B AR HLAL” 10 G BEEAE T A b,
PA P A SRS sl RIS A AE T 45 1 B e At L A 38 U8 ) 2Bl , St ™ H5cdis s 1%
B WA BWRE B — E WA A S . AT I, A SOR - MR 157 - B A
Ho AR WA [ e i B s L0

Bl B T R RIS B2 . Horp WO (— B /7 45 611) (GDPR) J& 1 %)
AN B 55 A5 3 e ™A S P B 2 — o Ay ol B R A AR DR AP AT Y
(B DR AP A0 ) 55 44 Z5 255 50 JR28 IR NS N BB T 2R S HEAN 2 T
T R AR IR SRR I AME SIS = E o KK AR EE 7 S R BLAE Schrems 1T
Zrh o TERE D WO RE G ), 56 B COME G R A5 i 58 ) (Foreign Intelligence Surveil-
lance Act) fAFAE {8 22 W] AR Ik A0 22 BIR B2 17 1] BT 4% i 9 s . HL o 2 2 A s R 2 it
TEROUT , R 5 B ARD R S0 TER 100 Al A N BT 3, 56 IR 41 el 14
21) ( Export Administration Regulations) . { [E Uz ik 2% 5% 5 4519 ) (International Traffic In
Arms Regulations) , BR | i P18 ) 97 dt (Bl W R L 81 BCHA 28 AU i R 85 2 4505 B
(CUT) BT , RS BURMHEHE , A5 ShEL L RELSRS 8%, RVE W TAT A — D E K 4
A8 B H 85, F A e A A o i it o IR st A I 5 B TER 4 il R
FIE S5 B5H0 , s TR DA IR 55 1t fom R G P ) e B Y < A2 & % L1

TE“ BRI 13 S, B S A 5 0 — A VO T A TR A, BV B A A [ L O 5
P I T M A AR 22 G C&ia AR ) e B A1 AL G 53 i ] BT itk A [ A Al
AT B thBe) 12 S 2018 AR IE AN A B L) CRARS kR 2
X BRI TL . A~ T 2016 4228 HBUM RS . EIZ8H, EEBGT L
B o a8 I BE A , P P E RO A A R A A 2 R 22, IR A 2 R == 5
UG SRR B O 1 17 2R SE (R N, H 36 [ (A 4738 TR ) (Stored. Communication Act ) I
R IRVFILBE IR AR 1 7 sUEE SRR S T ARG & LB . 0 T U R
B, 231k SR G B R BT RS A ) B v R s A B 5 P B b Y

(7] See Stephen J. Kobrin, Territoriality and the Governance of Cyberspace, Vol.32(4), Journal of International Business
Studies, 691 —692 (2001).

(8] ZULHERARATE (2016 4Rt FUL IS B 20R)) , W45 1 T A R ekt 2017 47piE, 55 310 T,

(9] B—Xg DA ATk S U0 E ) (RCEP) A al, £6 H A5 07 - e JEBE S5 i R 557 P, 45 14 %A 15
FOTAHE TR A M A FIVBR B B0 3 TR S E o

[10] See Data Protection Commissioner v. Facebook Ireland, Maximillian Scherms.

(1) XASTRN E K 09 R4 43 #1, 2 UL Nigel Cory, Cross-Border Data Flows: Where Are the Barriers, and What Do They
Cost?, https://itif. org/publications/2017/05/01/ cross — border — data — flows — where — are — barriers — and — what —
do — they — cost, i T i ] i [A] [ 2021 =01 =01 ],

(12)  WREAFFREE , W ICATURIE S5 1 7, 35 AT sk B A - B A B, 2 WL 28 A0 3R A 20) ( Cyber-crime Con-

vention) 25 32 2555 (1) 3K,
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A RIS A B 1) 2 A RO R 2w R AR, AR IZ A R T A
DR A Bl , AN IS B AE A T AL ) T TE A B, 25 ¥k 22 02 X TR 3 ) o 4k
KUHH B 2% 2RI AN f 00 0, RO o B T SR A B A e L TR 9 A v A vl e
PR o TESE 1, 2017 4 [HE PR 55 A S AL B oK [ A1 A4 ) 12 b B 3 SR B0 hn 1
85% , RWHHHC SR B IN T 10 5L E Y BAR, E 200K M a2 BidL A
OE B 5 507 A RS R B SR R RE R R T 56

5 XS AN R BOT A IR T 235 28, IR me it R e s 19, 98 [ ) 2% 42 Bk
W R RGN ) 9 - 11 FZ )G, LN R E#H k58) (USA Parriot Act) |
CRsHf12:58) (Accuracy for Adoptees Act) FICHMEFHR G 5E) , FERIZUR T — 1K B R k2%
TN, . Hor R R B2 55 215 S50 , S A0 15 i 45 4R R [ B 2 3 S A
AR IC S, TR A G i Ak B A5 58, ZOR Mz B Ry R 55 4 B 78, FF XS 3%
BHE TRl OMEEIREEER) BITREE 702 ik —BI5H, nl ki A=
GRS T AU HRAILAG X I 58 [ Ja R i 5 B2 i dh A T M4, I TRl R A Al ak—4

(Z) ARRBEB AT TINE RSB

G [ 2y Gy A 0 B30 ah s 35 0 2l SR IO A e, 1H s i 5 45 02 715 LA ) ol 3t 5
A D) S 1 S A ) ) I 25 A = A A S AR A TR A R Ik R

1. X FHE 8 B s R N B Sl

P “ Sctis B diii sl , s B ) AN A2 R R A b — 3 sl 20 A [ AR
S REHFEH] . Bcdhs 3 sy EOR R st el . ZEBUE ARG 5, AR B
SRR 5K, LAAIRER R ST RE A T 98 s 7E B IR IO b, A B R T AR A - R 4
E R TBGR B Eh 7) B TR RS, A RNE A BIAN, LIEOE B sl
W, ARG AR BIAR BRI, 552 b, TSR B AN X B8l 15 35 3k sl AN AU AT BR
Ml o PR, TIBUANTE T2 BRI ™ it R B3 S R

TRl ABE” A Bs " i 1, S R EUE A B i s e W i I g 8 4, OF
— B BGH A B A A S B R, 2004 4F SEEFE W K2 A 44U (APEC) i@ id 1Y
CRRFARESR) rp gl BER B 57 [ SR — VD45 B A5 R sk AT A AN 0 2 ) B8R It S Bt o B
ER TRt — LYk 5 A e, 56 A H 32 T 1 (B R PR KRR SC R & ) (Trans-
Pacific Partnership Agreement, TPP) Wit — 2542 1 Bl 5 BB 55 B B AL 4537, BI7EfR
PNE B EAILHOR HAMS B R FEAT RIS T, ol R 2R 05 S A8 A thiftsh, LUK
SR AECFZT . B Hi s ) G B B7E 58 [ R0 2% 45 0] [ PR ong « 5% A )

(133 ZWEFA] Rl EACIEF B9 CLOUD 3:32) , (b 5 8 22 42 ) 2018 AR5 4 10, 55 40 - 42 1T,

(14) See U. S. Department of Justice Criminal Division, Performance Budget FY 2017 Presidents Budget.

(15) S IRAE - AMARTRIRBEE - (CTOAL T i 8 6 IR 22 R 5 A IR MR 1) , R B S5, 4% i ik 2014 47
JT, %6 86 — 100 T,

(16) See U.S. Public Law 107 — 56, Uniting and Strengthening America by Providing Appropriate Tools Required Intercept
and Obstruct Terrorism ( USA PATRIOT Act of 2001 ).

(17) ST ETR7 AT AIMEE, 2 W B - CRVSUAY Z3 A7 55 i - B M Y 40 BT ok 2 Al ) , b s R 2t i 2020
AR, 55 76 BT,
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FOR LSO N PidFIRZ P EEECA WA LR B B I AU R 4
R Z (AU B - P2 S [A] - AR E FALERIAME B A RSP BIE A AP
5 " A, AE RIS 5t T, G — o) 28, A{EL o B A A i Al B 0 B
MR R 7 1 ELM AR DI 35 90 265 S A ST DS M b ok M 4

UNSRFAT IS 5 AL il B ol 3l — W B30, AR A7 o5 — Bopt 2 B . BL7E 1993
AR BB RAIGCRIE) 2B 4 25 AIUE , RErh S BUR S Se bl AT AATRRHAT A 2 380
Felf B ENRE o BEAR KT A U Rk oE 4 (9 AL, BB DL R RO 2 507 AT, S 4
B A AL BORE F) 06 B, K B RE o 2 [) R 2 ) -5 FOxd [ 8 0 880 © A <) 7 1)
2019 A Z L R 95 BOR) HESE T B 10X — 3737« BRE RPN RO Bl A &2
B, XAAURIA R 2R ENEE N (SRt , AR B EE A BN EERE™ A A AT A BRI AR
sJFeR) 072020 4F, B A AR 0E — 2 TG, L T A S BORER RLCfE B AR L R)
55 69A A5 AR 1L VTN S Acdls , LABI A% i - K 2 B R LLAMIR 55 4 Dl i, B 4K 59
A ST HRR Y o (B —J5 T, EDRE A R R I 135 SRR I8 fp (A 38
(3Gr 22 249) R P , AN TR B4 i s A R AL

JeBE , WA A e it sh SR80 PR sh & — N AZ Y563 , 765 [ A ED R Z 8] 47 1 G
IS RTRENE . BVATI = (E R AR i s eb AR AR A A 3 R H G B
JE JE VUV, 8 JE H A5 i 1) T B B R BB IR FA R BN
B RFAE LOE BRI FC |25 PG BT | T b A i ) T R e e R R
(st BRORAE SRR i g 2 5 1) AR R B 25 i o) 7 ) R A 4, L,
il 2 2 A i) T Rdle A s sh ™

2. XTHREEESEEHMIFN

USRS F H I sl [ SRR P Al R R N 22 4 R 2 B A 4 1 1E 2R
SR RN 2 4 ST 45 FEBCR F AR B 2 Te , A SGR A ABUR] [ R % 4x A3k
BRIY T A R DUANHERE A 2R T A i

He— BRI AR B B b g A nl i . 25 HA G TR EETATI
AN NEHE S B8 S5 ) WISCUE , 25 1 5% 1 1 3G BRI ARt s i, (EL T 55 7%
(4 1 R TR AR AR P IUE B A TE LR o Bl I AR T, B DA CBRRUH A2 2) g 2
IR A NBAE S AR IPAL BT R BEA AL, A i 2985080 i sl A% O L o 2013 4,
WRZ DA VRSB R MUNAR 22 FRIRRRE A N5 B BAA S 22 e s A RO IR
PR R 5 B T A R

7 MR R RN EZ Rl . MR 515 M) (GATS) M{HiAR
Py RE 2 e ) (TBT) , if Je{ 421l -5 20 85 P PEAK A G R B E ) (CPTPP) |, By 5K
“EZ % 4 BiI5h (National Security Exceptions) JFI, 45 [l A5 432 52 a5 2R At [ 42 4H i I
HEZEEZ2MGZER Y IR MBI ST, L E LR 4 E P AP

(18] Z LAk X — %  CHUR RO 32 - SR 4 5 B ) , CE bR 52) 2020 4855 3 11,56 25 7T,

(19] See Nivedita Sen, Understanding the Role of the WTO in International Data Flows: Taking the Liberalization or the Reg-
ulatory Autonomy Path Vol. 21 (2), Journal of International Economic Law, 323 —348 (2018).

(20) S DLIKMAR SR - C B 52 2 B b i Rl K 2 2 A0 S0k T, I BRIB 32 ) 2020 4855 3 1, 55 66 - 79 T,
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FARSE 5 2 2o ey BR A A5l th 5 Ak [, AR T A A IS 3R] A 2R
i, A, ARG BE RLE, VRn AR B AL e oh . 76 Bl 3 50, 56 %
s BRI H A R L 5 2 4 (AN S8 TR 45 R 268 [ TE45 ) AR DA Bl 5h o AR e, B )
THRIBE )5 R R Hh 35 575 V0 A0 [l Mg, 8 v 1 oA Ak 257 0 B8 R D 2 J P4 P 11 P 2
Kl

H= AR g s g . (B IK SR R e ) 35— R 5 H 2
P 52 2y Bl R IE 24 1 28 SEBOR AR AR 0 8ds A i i sh i g b S, B R CHEAS
B AERR T N A R SRR A% 1) AR 2 322 4 B R 1 0 308l O 0 R A w2 1B AR
Yo EfN AILBOR” 8 A3 a” 7 gt ASLECR S, AU E 4 GATS — el h A%
NG HE 2B X0 SRR A A ERR S 2 H R — [ SRR R IR0 AT A bR
e, J5 3 R RE AL S FEA M £ RO 4ES . il BRI BT MR T R LR &
8 W S AR R RGBS GESF R i, BRI 8. sl At e i,
MR IR IB R 25 29) 5 52 2% A TR SRR i ot R IRIG 3l , LA D [ LK
NIRSS N VAP HARE 2 G AN R - F A i S5 A M fi o it R = e 3%
(1 25 B X PR B DLIE 25 4k

HoU, 5t R R A 0 X — 5 R, B A I i S0k T 4% [ e 2 B
AN B H 2 B0 R BLEUE SRR LS R ) AL AR ST, — i
WA T Bl Pt sl AR Rl SR B B B i S R B RLEREE DA 1], fie E ]
BT RO S A bs . (ORI RFAVBEENEE 1 A i A PR r &5 ) E
T ARt RO 5 S T A B T e B 1 ) S | AR T, A R
O AHTIT 7 36 18O, B L A, 25 R el A B, Sl S B N R e A S R e Y
[FIAE  FE 2 BRE T RT 55 IR A R, b WTO (U, B5 5 Bdla i 3h A b A2 05 75 A M
MR R S B (Anti-Development ) JEIN , B 17 3= 5K 31 A 80 R X6 A AL 380
TERBUEAR CRA it b BAT ™ — & A A, AR & 32k GO0 A [ B0 7 M i 4 o (2

= s A i sh JEUN -5 RO 4 4 i s i

THT X 5% (T X6 800 25 S5 s B U RV 2 o A R R b, (RO 2 40k (558 )
UK Bl e 4 A i Sl RN K R A A 0 BR AL M A 32 SO O T F
W FFXI AN S E P VR R BEA S (C A mREh™) , SCR2 A [ 5% 4 1 e JE 56 1)
(C“BlE e ) o SR, Q] B AR X — X s B sh i D 5 ASSCIREDR Z PR o 2
B E Sl SO AR b 22 4 sl U LA LR 8 I 2

(21) (P H AR AFLHOR” F ASLBRF” W I E B — Bk, A LB A B FAEAEER, S
$)577 % A WTO 2T K A SLBR ) b - SLil bRk 2 7 ), T 6 V8 b DX 0 IR A IR W] 2015 4 i,
558 -9 I,

(22) See Srikrishna Committee, A Free and Fair Digital Economy Protecting Privacy, Empowering Indians, Report of the
Committee of Experts under the Chairmanship of Justice BN Srikrishna, 2018, pp.89 -91.

(23) ZWI7IeRk: CEARA AL BOR R BRI ZE )  CR EE EE)2019 4255 12 1,55 102 3L,
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1. B BARIINZ SN

BRI 28 AR BHRGER 3, TR AAE  Jo I AL 1 I 45 23 (B O 38 22 v
TEBORJZ T b, BB R S i (End-End ) 2844 5 KRR MR AL 7 AP 28 B 80, “ {5 &
RIS AT K7 KR 48 T 125, g 40025 (8] 9 sl s 0] A0 J0 2 [ AR 4k 7 2E 240 78 1) 46 45 ]
Hh R 53 DX PR S TP bk 155 22 6 Ry R84, i1 ] 28 B0 X 22 [ g i L, L
PR AV, F PO AT DATE 23K A5 b8 SRAT AT [ G2 1 W ity | i A A Rk A5 8 S8 It FlAt 23
V-5 MU, BEE =0 8 PN S5 8RR B R AR, 2% 23 (] TG 5] 7
PR HE— 2SR T o VB — Bl S TALE AT RN IR G AE BT R, oo PR TR
G5 s RO WA Z (R 43, DA SIS 258 FH R4 rh A B A 3 U R R P U
P RO AE R B AR A A KU A H 20 TR R B B U
MRS, 2558 EHUEAEA R R REE T LAY B3 A5 7 XA X R s — MR
SRV ) o3 R R, PR S A7 B A8 19 25 (R BR T AR BEAEAS R L A7, I =
FEREAME R FE I, T ELRANERE 19 200 ZERRIN , X — B AR 4 B AR —
RO 255 ) B SR ER H T KR < an o] AT 2 R A 57, A el oA R I e R 2
I PR AR 75 Bl 2 A7 it R Ak 7 5 3R 7 7 s S ] SR WA 25 5% o

) 2825 TR “ TG = AP IR A AT . 174 American Library Ass’ n v. Pataki 2+, 32
BEAA R PR 5 7E 200 T AN 0 s M AV o I T ) bl B 5T 4 AN R
IR IR BEAS T AN OGO Al A1 77 1) %) 286 W5 U8 1 A B R 28 T A ) 4% 92 25 B S
Bk, e - 2985k (David Johnson) FNE4E - Joliads (David Post) W4 i, M 2847 H HA
SRz ) SR ) %) R AR g A AT b o 5 e ) L ] SR ) v B e R A T T, G SRS DA s
A A T R PR i 2 — , IR A 5% AR AT RS2 A8 57 11 2

2. MR BRI EYRT

CHYAR” — BRI R Y I — B R E A AR N S R — B
ABE A ELE I, 37 32 o AR A 5 ) S A R TR R A g e B0 R, £ B el
LBl S IR ST R B s HE IR ZIGRZ

2017 4, (&N ) 24 B LA s A0 I D W UdiE -« B 2 TAMZ i aimz T
2 B R RSB 7.7 IE AN 20 At IS TR A BOR G A (AN
TS R AR 2 R L 8 1 32 A A 0 MBS 0 v SRR R T — 1 s, Bl A A
PR E BT, 8 5 50 5 B S B 2 B X — U AT RE AR B TEAS I 2 T U &%

(24) £ W[ & ] Martin Dodge, Rob Kitchin 25 : € 523 (] A9 45 ) , TLAUHRE, T 6 7 b DX 3540 S0 fb - bR oA fR
N 2015 AR/, 55 30 T,

(25) SR A A BIHEHARLHGS R , CLF R 2012 4255 12 11,5 22 - 24 W1,

(26) ZUL[ 3] s BIFEH - RS (SR  BRIEIERS, Bt ik 2019 421, 55 11 - 13 1T,

[27) See gkrinjar Vidovi¢, Marina, EU Data Protection Reform: Challenges for Cloud Computing, Vol. 12, Croatian Yearbook
of European Law & Policy, 171 =206 (2016).

(28) 969 F. Supp. 160, 170 =171 (S.D.N.Y.1997).

(29) See David R. Johnson, David Post, Law and Borders—The Rise of Law in Cyberspace, Vol. 1 (1), Stanford Law Re-
view, 1367 —1402 (1996).

(30) ZUL[E]RIK - PAERE R IrEe) , B BT, 7 55 BN B 1R 2020 4ERR, 5 523 - 525 i,

.28 .

W > W



B S Ze  BEHEHRIETETE

FE R P Sok e o Rt E Prpl i iy sk R s e 1 Bl K 7 IE I A PR K1, 1
Teuk AR AL 2 v, “ A2 Z B 2 R ) RAL 2 A LR 7 i BEA LA ™ 00 2R — [ 5
X RIS R IR A EATRA TSRO, S0, X RS R oC b 1 &l
(o, R 4 AE B A

BT, BRI AR B SR BRI AR A RO IR E AT rh o AR, R
TCALAAE HARIRANLS o B LI ) a6 I AR RE 4 i 14 4 JRE , T 040 RSl 4 20 B AR A ™
Mo FRBE AR Y™ o A i R REBCREE 9 ol AT AT 9%, i B B — KAl
Wtk A LR A AU Z IR B 28 2 T e R 800 o B 451 T
A L AR T B kT RO S g Bl . FR0C Bt MRy . DA—EE R
AP NS5 R M Rk 3 T E T REFHAL 22, R, BE M (B AR A
A D ST PR EE 30l , 2 00 AN A K80 BB, T EL I 5 ) A%, il 2 OR BB A (L
AR 5 R R RO, Db T S AR LR TG 7 i RE B2 B LA, R g R ARTE
SRR 32 TGE T T, DR A TR i A PR

B KBRS T M B PO AR A P AR 1 T BAE A O s vk
77 (fugitive property) FYPET ) IE A0 KA ) A€ DRI, DA TEN 1) 1212 1]
e JEL I B BRI AT REREAL A 2 R TR 5 UL I B R o & T
REHR I, A S A G BT 25T, JUF B AR AT IE 35 22 B AU A Bl it BE 78 70 HE
Fr AR R 7 i BUIR S A as o AR S TR A T AP A0, B SO B N 2 T
AT P B LART IR A 1 AR (B B S e &, Bdi Al e — 2 R
B IR A KR I BEA T A REAT O L, 1 0 K [ A AR A D5k ] 1
XARZEAGE G 17 2B

3. JiiE B BRI 25

B, B B R SR B R AR Fr o ISR 20 AL B e RIS ST AN
BRI, T2 21 HEAHUREIR A Bk . RAYHRT P & i TR R AR R4S b
AR , R K2 ) T2 5 1 [l B 572 5 B A D OB 9 R /Al R AR i R A IX
FOR Bl B R sl BT A 5T AUET T 155 . WEFEaRI], BB Bdia e 2005 31 2015 4F[a]
fili Bk GDP K T 10% ,2015 AR FINELA 19 2. 8 73800, Bl 1 5e W 5
TR ) o fe , B AL Sl AN 2R TR i B B B , AMELRE S T ikt iy LA B T
P B ELA A I B AR AR GE I X R 2 1 B0 A5 L R D EE R A BRI, IR NN,
) % ) R A A O B B 1 AN RIS o B [ B BOIR 2 B E 5 FPL 4R S 4 1, B 5
B P B 0. 48% (EIEE 0.25% 1E 0. 55% 1) GDP 452k 360 2019 4%, T FARTT AR

(31) ZUL[SE]BEATE - A Pl (IE S/ REMZTEE) , 95019, i E BOk R2E Ak 2002 4R48, 5 215 5L,

(32) SUWERFE (TEL—BIRBUE RN A BT, BARTEIBAT AR , e kL 2016 4R, 55 62 - 72 1,

(33) S WAL CBARAUR & U SR AD , CRF AL 2018 4E55 11 1,55 28 1T,

(34) See Manne, Geoffrey and Sperry, Raymond, The Problems and Perils of Bootstrapping Privacy and Data into an Antitrust
Framework , CPI Antitrust Chronicle, No.2, 2015, pp.8 -9.

(35) See McKinsey Global Institute, Digital Globalization: The New Era of Global Flows, 2016.
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[ Abstract] Currently, ceuntries around the world have sharp differences on issues such
as “should free flow be Z principle of cross-border data flow” and “what is the justification for
regulating cross-border data flow”. China’s (Draft) Data Security Law puts forward for the first
time the principle of safe and free-ilow of data, which takes the free flow of data as the basic
principle and the safe flow of data’ as a restrictive principle, to balance the dual goals of opening
up to the outside world and protecting national security and provide a prudent, inclusive, and
cooperation-encouraging plan for global data governance. However, the conflict between free
flow of data and safe flow of data will not disappear spontaneously by itself, because the solution
of this conflict relies on the trade-off of different principles under different types of cross-border
data flow. In the case of data flowing out of the country, the static security (integrity, availabil-
ity and confidentiality of data) is the prerequisite for free flow of data, whereas the dynamic se-
curity ( controllability of important data and credibility of non-important data) constitutes the
hard and soft constraints on the free flow of data. In the case of data retrieval, China can re-
trieve important data from abroad on ground of controllability of important data. Meanwhile,
based on the principle of reciprocity, China should also provide an institutionalized channel for

other states to retrieve data from its territo ry.
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