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[ Abstract] From the viewpoint of due process, criminal investigation should be operated
in accordance with the principle of proportionality, which requires an equilibrium between crime
control and safeguarding constitutional rights of individuals. The principle of proportionality
consists of four basic requirements; proper purpose, rational connection between the means and
the end, subsidiarity, and cost-benefit balance. These four requirements are fulfilled in a pro-
gressive way. The properties of digital evidence not only distinguish it from other forms of evi-
dence, but also challenge the conventional evidence rules constructed in line with the above four
requirements. To response to the challenges, the legal regime needs to be reformed within the
framework of the principle of proportionality. Based on the nature and value of constitutional
rights, a detailed categorization of digital evidence should be developed so that concrete criteria

can be constructed and applied in the assessment of investigation measures.
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