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[ Abstract] |, Througli the symbiotic developnient\fiom Web 1.0 to Web 2.0, and to
Web 3.0, cybercyime and network technology show distinctive intergenerational features. Differ-
ent from the physical Web 1.0 and Wéh 240 ¢ra, the most significant feature of Web 3.0 era is
intelligence, and the cyberspace uof\oersbnalized, interactive and precise application services has
also become a crime space ,\with-all kinds of new crimes that also have the characteristics of cy-
bercrime in Web 1.0 and-Web 2. 0 era emerging endlessly one after another. A great challenge
in the application of criminal law to cybercrimes in the era of Web 3. 0 is to identify complicated
legal interests infringed upon by such crimes, the subjects of criminal responsibility, and the
standard of conviction. Correspondingly, criminal theory should apply the substantive injury cri-
terion to decide whether an act of disruption of cyberspace order constitutes a crime, take the
possession of infringement of legal interest as the orientation to strengthen the investigation of
the responsibility of platforms, rather than individuals, and establish the standard of conviction
of cybercrimes by raising, rather than lowering, the dimension of the fight against such crimes,

so as to solve the problems of cybercrimes and t he criminal law regulation in the Web 3.0 era.
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