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(6] David Sanger, Obama Order Sped Up Wave of Cyberattacks Against Iran, http://www. nytimes. com/2012/06/01/world/
middleeast/ obama-ordered-wave-of-cyberattacks-against-iran. html? pagewanted = all& _r = 0, last visited on Jul. 3,
2016.

(7] Snowden Reveals more US Cyberspying details, in South China Morning Post, Jun.23, 2013, http://www. scmp. com/
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on Jul.29, 2016.

- 117 -



(s EIFiL) 2016 F£% 5 H)

T A ) T O R U G R ) 5 R 232 47, L e 5 %
G AFEE A RIRE SRAE BT A DAL, 36 B B R 0 A 245 4 3 2
LA %

(=) % 4 ok o 3 A6 A 80 R

5 [ B LT 0 6 0 O B R B 36 35 5 MR R HE S L 1996 46 T J1, 95
PRBTEREATAG (55 13010 BATECA4) (U F R BK E. 0. 13010) , & V4R th 36 4 45 i B it S
{5 T 0 A, 0, T 122 35 0615 6 s 03590 2% T o 1 9 24 B 00 1998 45 A
SEMRBEREAT A7 (565 63 5 B GE M A5 ) (LR Bk PDD-63) 4 5 b S il 10 s 1 2
) A T TG0 2 0 S B BRI i T A T 1 R e 1)

2001 4 10 /A 1 BORFA A5 € 36 16 7 [ 4 158 ) (USA PATRIOT Act) (114 it
S R SCABS A X 3 e A 1 B 1 T A R P, — LA
fie 71 e Je S B R BRI R R 20 4 R A % 2R KA NS H A
S UM 2 5 1 3 B S T PR L2 2013 4R LB bR 1 (5 21 A BB 4 )0
(LR FIFR PPD-21) Ak e LRtk B0 9 B (3 1 S8 B R L 4 I 45 B 18 52 3 %
e Tl B 6 B R 16 4R

2016 4F 8 J1 K1 36 TR 6 0 85 7K - F 45 55 B3R 55 %2 & S G 1 96 4 ) (AR
RTFR NIS 454 ) T3/ 30, 10K 0 4% 1 64 FELBE 6 2018 45 5 1 9 1 22 Wi 0% 11 [ 4 3
H 4 0 BT R T S R MG 0 A, T T T MR S T Rk T
AT G5B H A HLA L 2 S R £ B K/ o O B AR I g5 1 2 0L T
55 10 AR T T 45 0135 20 205 0 24 5 4 T 0 R 9 10 82 4 00T K 1 0 9 B
W R (P IR KA B (% BB K S BB E ) AT A T b 2
bR B T R K 8 5 R A B T I R SR I 4 R R G 4
{84 T TR 0 40 V) 5 1)

e B BB4 0 8  F 2015 4 8 J1 14 H ik 7 O SR IBEH 1 R % 40 1 iE
SR T LR G 0 5 3, % T B R 03 1 B AT K S B
e 0 LI, — L7 Ik 35 P B 02 45006 7 T 0 O 5 o X % 4 e
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[9] Executive Order 13010 Critical Infrastructure Protection, Federal Register, Vol. 61, No. 138, July 15, 1996, pp.
37347 -37350.

(10] Presidential Decision Directive 63 ; Critical Infrastructure Protection, May 22, 1998, http://www. fas. org/irp/offdocs/
pdd/pdd-63. htm, last visited on Jul. 29, 2016.

(1) ZEZER AN Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 20017, 3% “2001 4 {ff JTI3& 24 19 T~ B ok BHL 11 55k 60 2t 32 LA 45 97 58 A 26 [ vk 227 TS 3
J % 10T F 455 R “ USA PATRIOT Act” 3% 0 B EH &L E",

(12) USA PATRIOT Act, Title X, Sec. 1016. Critical Infrastructures Protection Act of 2001, 42 USC § 5195c.

(13] Presidential Policy Directive 21 Critical Infrastructure Security and Resilience, February 19, 2013, http://www. fas.
org/irp/offdocs/ppd/ppd-21. pdf, last visited on Jul. 29, 2016.

(14)  Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high
common level of security of network and information systems across the Union, O] L. 194, 19.7.2016, p.13 - 14, 27 -29.
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[ Abstract] The protection of critical infrastructure ( CI) has been the core issue of gov-
ernance and legislation on cyberspace all over the world. Foreign legislations in this field, re-
presented by that of the United States, focus on the protection of private CI and cyber security
information sharing. The current institutional framework of policy implementation of CI protec-
tion in the United States has the follow components: government-sector coordination; national
CI protection plan; information sharing and analysis center; identification of CI, assessment of
vulnerability and risk, and prioritization of protective measures; and cyber security framework.
Based on foreign experiences, this author puts forward the following proposals on CI legislation
in China; treating the definition of CI and the systematization of the relevant legislations as mat-
ters of national security; adhering to the combination of domestic practices and foreign experi-
ences, dividing cyber security into system security and content security, and properly deal with
the relationship between CI protection and multi-level protection of information security; desig-
ning the regulatory framework on basis of distinguishing between common information system and
CI and between public sector and private sector; attaching equal importance to security and de-
velopment in regulating the private sector, establishing a mechanism for the coordination be-
tween the government and enterprises, and improving the cyber security information sharing sys-
tem and the system of exemption of private business from responsibilities; providing for the ex-
traterritorial effect of the relevant laws and countermeasures against cyber attack, so as to leave

room for the development of international regulations in future.
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